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Jlekimsa 1

OHocTopoHHue (pyHKIIN

(Koucnekt: K. ITImakos)

Yacrto B kpunrtorpaduu HUCHOOJB3YeTCS TOHITHE OJHOCTOPOHHEH (DyHKIUH.
O 1HOCTOPOHHIOID (DYHKIIUIO MOYKHO WHTYUTHBHO TPEJICTABUTH cebe Kak -
dbexkTHBHO BhIUKCINMYIO (DYHKIMIO, 06PATHYIO K KOTOPO# HUKTO (B TOM YHCIIe
HAIll IPOTUBHUK) HE MOYKET BBIYUCIUTE IhHeKTUBHO.

1.1 ®PyHKIMU, OJJHOCTOPOHHUE B HAUXYAIIEM CJIy-
qae

B xauectBe “nepBoro npuOauKeHUus pacCMOTPUM BapHaHT, KOT/Ia 0OpaTHas
GYHKIMS TPOCTO He BHIYUCINMA Ha JeTEPMUHUPOBAHHON MaluHe ThIOpUHTA
3a MOJMHOMHAJIBHOE BPeMsI.

Teopema 1.1. ITycmv P # NP. Tozda cywecmsyem maxas [ € P (m.e.
BUYUCAUMAA HA NOAUHOMUAADHOT, demepMunuposartoti mawure Toropur-
ea), wmo [~' ¢ P.

Zoxazameavemeso. [leiictBurenbuo, mycts ¢ — dopmyra B KHO, a A —
Habop 3HavYeHWit nepeMeHHbIX. OUpeaeauM OJHOCTOPOHHIOK (DYHKIUIO:

®, 1141, if ®[A] = True,
fo,a)— QLR
(®,04),  otherwise.

Ecyiu 661 Morin 00paTuTh 3Ty (DYHKIHMIO, MBI MOTJIU OBl HAWTHU BBITOIHSIONIAH
HAOOp 1 JIT000# BBIMTOJTHUMOM (hDOPMYJIBI, BHIUYUCTUB

f—l (@7 1KO.H-BO HepeMeHHbIX) ]

Ho Mb1 3naeM, uto 31a 3amaua NP-mosHa. O
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Onpenenenne 1.1. Oyuxinua [ HasbIBaeTCa uecmHoti, €CJIU y J1000# TOUKH
y eé obpasza uMeeTcst Tpoobpa3, IIHHA KOTOPOTO MOJHHOMHUAIBHO (OT JJIHHBL
y) orpaHHYeHA.

B nanbHeiimeM Bce paccMaTpuBaeMble OJHOCTOPOHHUE (DYHKIIMKM U TIPO-
9re KOHCTPYKIMU, OCHOBAHHbIE HA HUX, — 10 CYIIECTBY, YeCTHbIE (1axKe ecin
ONpeJIeJIeHUsT JOTYCKAIOT WHOE).

Vupaxkuenne 1.1 (1). B yciosun Teopemst “=" 3amenuTs Ha “<” B npeji-
IIOJIOXKEHHH, YTO f — YecTHasl.

K coxxamenwnto, mocrpoentasi HaMu (DYHKIIUST MOXKeT OBITh JIETKO oOpalie-
Ha BO MHOTHUX TO4YKaxX. [loaTomy moHsiTHe OZHOCTOPOHHEH (DYHKIMK HYXK1a-
eTcs B KOPPEKTHPOBKE.

1.2 OpgHOocTOopoHHUE (DYyHKITIN

Omnpenenenne 1.2. Oynkuusa f: {0,1}* — {0,1}* nazwiBaercss odnocmo-
ponnet (one-way function, owf), ecan

e f BEIYMCJINMA 3a HOJMHOMHAIbHOE Bpemsa Ha JIMT?,

e VYBMT? A
Vk e N
aN
Vn >N

PHA(f(@).17) € ()} < o,

r/le BEPOSITHOCTh OEPETCs 10 CIyIallHBIM YHC/IaM, UCTIOJIb3yeMbiM A, u
PaBHOMEPHOMY paCIpeIeJIeHHIO 10 BXOIHBIM cTpokam z € {0, 1}™.

3ameuanme 1.1. 3amerum, yro Hajauume 1" y B3JIOMIIUKA MPEIOCTABIISIET
€My BO3MO2KHOCTBH XOTHA 6]31 IIbITATHCA B3JIaMbIBATh HEYECTHHIEC (I)YHKI_U/II/I B
KakoM ciiydae A Moker caMoCTOSITeTbHO BRIYUCIUTEL N7 fICHO, 9TO 9TO TaK,
HanpuMmep, ecyu JuHa f(r) — UHbeKTHBHAS (DYHKIUS OT 7.

3ameuanme 1.2. Horma Tak omnpejie/iéHHbIE OJHOCTOPOHHUE (DYHKIUU Ha-
3bIBAIOT CUAbHO OJHOCTOPOHHUMHU (DYHKIUSIMUA. MBI CJI0BO “cHUIbHO” OyIeM
OIyCKaTh.

I Perreno Ha ceMuHApE.

2IMT — meTepMUHHUPOBAHHAS MAIINHY, THIOPHHTA,

3BMT — BeposrHOCTHAas Mammua Thiopunara — (IeTepMUHUPOBaHHAs) MaIIuHA Thio-
PUHIa, UCIIOIL3YIOAs CIyYaHbIe YUCIIA.
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Yopaxknenne 1.2 (*). Yro Gyzer, ecm Npu BHIYHCIEHAN f Pa3perIuTh
HCIOJTb30BATh CJIy9IailHble UHCIA: M3MEHHTCS JIM MOHsITHe, OyIeT JIu CyIe-
CTBOBaHUE CTapBIX OWf SKBUBAJEHTHO CYIIECTBOBAHUIO HOBBIX OWf?

BapuanTsl: f MoxkeT ObITH BEIYHCAMMA BCErJA MPABIJIBHO, HO JIHIIb 33
ootcudaemoe nosmHomuasbHoe Bpemsi (Las Vegas), ym6o ke f moxer ObITb
BBIYKMC/IMMa, ¢ KOHCTaHTHOH omubkoii (Monte Carlo).

VYupaxkuenaune 1.3. YUto Oyzer, eciu pacCMaTpuBaTh JIUIIb J€TEPMUHUPO-
BaHHBIEe A: KaK Oy/IyT COOTHOCHTBCS IMOHATHUS OJHOCTOPOHHUX (DYHKITHii?

Yupaxxkuenne 1.4. A eciu f wim A, wim 06a OyayT MOCI€I0BATEILHOCTHIO
CXeM, TO M3MEHUTCs Jiu 4T0-TO? A B Tpeano/ioKeHusx ynpaxkuenuit 1.2 u

1.37

VYupaxnuenne 1.5 (°). Yro Gyuer, eciu x Gyjer pacupeieseno na {0,1}"
He PABHOMEPHO, a MHaYe (HO BHIYMCIMMO 33 MOJMHOMHUAJILHOE BpeMsi)?

1.3 CemeiicTBa 0gHOCTOPOHHUX (DYHKIIMIit

Muoro KoMy Ha10 MU(POBATH — 3HAYUT, KaXKI0MY HYKHA CBOSI COOCTBEHHA
OJTHOCTOPOHHASA (PYHKIHsI!

Onpegenenne 1.3. Cemeticmeo odnocmoponnuz dyrruud (one-way function
family, owff) — 3T0 JeTepPMUHUPOBAHHBII TTOJUHOMHUAIBHBII 10 BPEMEHH aJl-
roput™ (G, KOTOPBIi TI0 BXOJLy, cocrositemy u3 1™ u (cayvaiiHoii crpokn) Tg,
reHepupyeT e u § — JBe OyJieBbl CXeMbl, 3aJaomme QyHKIHN

e ¢:{0,1}" — {0,1}™ (encryptor — cobcTBenHO oaHOCTOPOHHSS DyHK-
),

e 5:{0,1}°™ — {0,1}" (sampler — mo (cayd7aiiHoii) cTpoKe 7, TeHepH-
pyer BXoJ Jisi GYHKIUY €),

MPUYIEM
VBMT A
Vk € N
aN

Vn > N .
Pr{A(e(z),1"¢,5) € fH(f(2))} < s

4Perreno Ha cemmHApe.
5PerneHo Ha cemmHApe.
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e
G(lnv rg) = (67 S)a
s(rs) = x,
BEPOATHOCTH OEPETCA O CIyvallHBIM YUCIaM, UCTIOIB3yeMbiM A, u 1o
(paBHOMEDHO PACIPEIENTEHHBIM) Ty U T's.

MotuBanus A/ HAJIUYUs S CJeayInas: ¢ He 00sg3aHa ObITh OJHOCTOPOH-
Heil BCIOAY; S BBIOpachiBaeT U3 00JACTH ONpeIeeHusd € “TPOoCThie” TOYKH.
Bazmommmuk A mosydaer s Ha BXOJ€, TaK KaK CaMa OJHOCTOPOHHSS (DYHKIIMS
JIOJI?KHA, OBITH IEJIMKOM M3BECTHA, MyOJIMKe.

Vupaxxuenne 1.6 (°). A nyxno ju nepesasarh B3I10OMITUKY S7
VYupaxkuenune 1.7. Boinmosnuth ynpakaenus 1.1-1.5 jij1a cemeiicTs.

OxaswiBaercsi, uro owf u owff cymecrBytor nim He cymecTByoT ogHOBpE-
MEHHO.

Teopema 1.2. df — odnocmoponnas gynkyus < IG — cemeticmeo 00HO-
CMOPOHHUT PYHKUUT.

Jokazamenvcmeo. “=-". [locrpoum 1o f ceMeicTBO CJEAYIOIIUM 00OPaA30M.
Ionyuas 1" u r,, mpo r, 3a0bIBaeM, a 110 12 CTPOUM € KaK CXeMy, KOTOpas OT-
pakaer pe3y/ibrar paboTbl MamuHbl ThIOPUHTA, BHIUUC/SIONER f, Ha BXOJE
JUIMHBL N (CM. KypC HPONLIOro cemectpa). B KaudecTBe S BO3BMEM TOXKJie-
CTBeHHYIO DYHKIWIO S(T) = .

Ecnin mosryunBieecst — He ceMeiiCTBO OTHOCTOPOHHUX (DYHKIHUIL, TO CyIIIe-
cryer ero Bamommuk A. Ho Torma mmeercs u B3nommuk A’ myist ucxomHoit
owf f: urobwbl BeI3BaTH A, HaM (B gomnosHeHue K 1" u coberBenno f(z)) Tpe-
Gyercst € (MbI €ro TOJBKO YTO TIOCTPOUJIN 10 1) U § (TPUBHAJIBHO CTPOSIIIEECS]
no n). Ha Bxox A mogaérest B rounocty f () 1y1si pABHOMEPHO PacIpeiesiéH-
Horo = € {0,1}", u pe3yabrar TpeOyeTcsi POBHO TOT K€, YTO M TPeOOBAJICS
g owif.

“<” Tlocrponm f o G: f neaur
¢ “moJiozkeHHbIME” coracHO G IJIMHAME JJIs T's U Ty HA JJIAHE n = |v|) n un
zamyckaer e(s(ry)) (tme G(1",7,) = (e, s)); uroro,

fv,rg,rs) = (e(s(rs)), e, ).

[IpeamonoKum, 9TO MOJIYUHIACH HE OJHOCTOPOHHAS (ByHKIWHS, T.e. f Jio-
MaeTcd Ha HEKOTOpoe MOoJMHOMHua bHO#i mose. Ho Torma m mcxomHoe cemeii-
CTBO MOXKHO B3JIOMATh T€M K€ CaMbIM B3JIOMIIMKOM: CTPOKM 7'y U T's Pac-
TpeJieIeHbl, KaK W TI0JIOXKEeHO, PABHOMEPHO, TaK KaK 3TO YaCTH BXOJa Js [}

7 cBO# BXOJ HA VyTg W Ty (B coorBeTcTBUU

8Permeno Ha cemmuape.
"IIpo6aema: a eciu ve neurca’? Ynpaxuenue 1.8!



9. A. I'mpur: ¢/x “Cnoxuocrrast kpunrorpagus”, Becaa 2007 T. 5

IepBble 1 OUTOB HA IPOUCXOINEe He BJIUSIOT, U PACIPEIETCeHbl OHU TaK¥XKe
PABHOMEPHO; Ha BXOJ, B3JIOMIIUKY MOJAETCH IPUBBIYHOE €My DACIpeeIeHne
e(s(rs)) BMecte ¢ e u s. A gons GymeT mo-TpeKHEMY HOJTHHOMHUATIbHA, Tak
KaK 1 + |rs(n)| + |r,(n)| orpanndeno moamHOMOM OT 7. O

Vupaxnenune 1.8 (¥). Uto mesaTh ¢ TeM, 9TO B JI0KA3aTEIHCTBE TEOPEMbI
BXOJIHAs CTPOKA JJig f MOXKeT “He pa3ieNuTbcd’ HA V, Ty U 75!

3ameuanue 1.3. B npunIune MOXKHO OIIPeIeTUTh OJHOCTOPOHHNE (DYHKITUN
KaK MHOromnapamerpuyeckue pyHkiuu. Torma MOKHO ObLI0 Obl He “Ie/uTh”’
OJIHy CTPOKY Ha TDH, & CHOKOWHO PacCTaBUTh 3allAThie MEXKJy V, I'g U T'.

Vupaxkuenune 1.9. YUro npousoitaér, ecan orpanndntsed e: {0, 1} — {0,1}"
um, naobopot, pazpermuts’ e: {0,117 — {0, 1}P(M)?

VYupaxkuenaune 1.10. CpaBHUTH OmnpejeseHre OJHOCTOPOHHEH (DYHKINHU €

onpeaeJieHueEM u3 KaKOﬁ—HH6y,ZLb KHI/II‘I/I10 " IMIOHATHh, 9KBUBaAJIEHTHbI JIU OHMU.

1.4 Caabo ogaocTopoHHUE (PYHKIINNT

MozxxHo ociabuth onpejiesieHne OJJHOCTOPOHHEH (DYHKIIUH.

Onpenenenune 1.4. Oynkuus f: {0,1}* — {0, 1}* — crabo omHOCTOPOHHSIS
byHKIMS, ec/iu

e f BBIUMC/IUMA 33 MOJMHOMHAJIbHOE Bpems Ha JIMT,

e Jk e N
VBMT A
aN

Vn > N
1

Pr{A(f(x),1") € [ (f(@)} <1-—,

/16 BEPOSITHOCTH OEpPETCs O CIyJIaifHbIM YUCJIaM, UCTIOJIb3YyeMbIM A, 1
PaBHOMEDHOMY PACIIPEIJIEHHUIO TI0 BXOTHBIM cTpoKaMm = € {0, 1}".

Oxka3zbIBaeTCs, 9TO TaKoe ociabiieHre HUKAK He BJIUSET Ha CYIEeCTBOBAHUE
OJTHOCTOPOHHEH (DYHKIUN.

Teopema 1.3. df, — caabo odnocmoponnas pynkyua < If; — cuarvho
00HOCMOPOHHAA PYHKYUA.

8Pemreno Ha ceMuHApe.
9NB: B xuure Tosapeiixa IMEHHO TaK.
10K npumepy, Oded Goldreich, Foundations of Cryptography.
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Hoxazameavcmeo. “<=". TpusnaabHo.
“=". IlocTponm

fs(@1, 20, .o xm) = (fu(®), fulT2), o, fulTm)),

riae m = m(n); noauHOM m(n) Mbl onpeaeanM 1o3xe (¢ yuérom k,, onpee-
JgomIero “neobparuMyio” momo 1/n* aaa f,).

[Ipeamonoxkum, uro cymecrByior A, u kg, Takue, yro A, oOparmmaer f,
xoTs 6b1 ¢ BepogTHOCTBIO 1/n* . TToctpomm A/, obpamaromuii f,, Ha CTpOKe
Y, CJAeAYIOMKUM 00pa3oM: s Kaxkoro 1 < 7 < m OH MOPOXKIAET Ty, ..., Ty
CIy4aiiHBIM 00Pa30M M 3alIlyCKaer

A(fulzr), ..o, ful@jz), Y, fu(@jtr), -, fu(Tm)).

Ecim Ay xorst OBl Jj151 OHOTO 3HAYEHUST j CPAOOTAET YCIEITHO, TO Mbl HOJIY-
unm ss1ement f'(y) (Mbl €ro Jierko pacnosHaem, NpUMeHUB f).
Pacemorpum

n
_ n / n —1
S ={z € {0,1}"] Pr{A,(fu(2),1") € [, (fu(2))} > —a(n)},
I7ie MHOTOUJIEH a MBI onpeieuM no3aree. Hedopmanbho roBops, S, — MHO-
orcecmeo mex x, ma komopwx Al docmamouno ycnewen; a Priori MOHSITHO
JINITb, YTO OH YCHEIIE€H B CpeJHeM 110 BCEM BO3MOXKHBIM T — Ha KaKHX-TO
[KOHKpETHBIX| = CKOJIBKO €ro He MOBTOPsi, ycrexa He J00bEIIbCsi; a Mbl Obl
XOTEJIH MTOBTOPEHUSIME YBEJIMYUTDH BEPOATHOCTD YCIIeXa — IOBTOPEHHBINA MHO-
rokpaTao A/, u Gymer HAITHM B3JOMIIUKOM A, .
BepositHocts yenexa A/, moBropénHoro a(n) pas:

Pr{Ay(fo(x),1")} > Pr{z € S,} x Pr{A,(fu(z),1")] z € Sy }.

o . . /
HpaBbII/I COMHOZKHTEJIb JIETKO OIEHUTL: BEPOATHOCTL OJHOU HEYIa4du Aw

JUIst TAaKOTO & — 3T0 1 — -~ a mocye a(n) HOBTOpeHuit —
a(n)

n

X 1 a(n)/n 1
a(n)/n en’

[okazkem, uto Pr{z € S,} > 1 — = — roraa, B34B J0CTATO4YHO GHICTPO pac-
TYIUi MHOTOYJIEH 1, MBI CMOXKEM B3JIOMATh f,, ¢ BEPOSITHOCTHIO, DOJIbIIEt
JIF00O# Hanepé 1 3aaHHOi 101 BUAA 1 — n,%w, 9TO MMPOTUBOPEYUT Olpeese-
HHUIO €J1ab0 OJHOCTOPOHHEH (DYHKITUH.

[Iycts, manporus, Pr{zr € S,} <1 — . Ouenum BepoaTHOCTH ycmexa A,
cBepxy 1o ¢GpopMmyJie MOJHOM BEPOATHOCTH, PA3e/UB JiBa CJlydas: CPeId ero
m apryMeHTOB BCe OKA3aJIUCh U3 S, — WU XKe He Bce?
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m/n\ "
B nepBoM ciiydae BepoOsSiTHOCTH COOBITHSI — 3TO ((1 — L) ) ~ L
m/n e

U JlayKe OIEHUB (YCJIOBHYIO) BEPOSITHOCTD yCIIeXa B 9TOM CJIydae eMHUIEH,
MBI IOJYYHM 3KCIOHEHIMAJBHO MaJeHbKOe ciaraemoe. Hamporus, Bo BTO-
POM CJlydae MaJja BepOaTHOCThL ycmexa. JIoCTaTOYHO OLEHHTH 3Ty BEpOLT-
HOCTb IIPU YCJIOBUH, UTO MEPBBIA apryMeHT — He u3 S, (cjaaraeMoe Jjis BCex
apryMeHnToB Oy/eT pa3Be 4TO JHIIb B M pa3 boJbIie).

DTa BepOSITHOCTb — He DOJIbINe, YeM BePOSTHOCTH ycmexa Al B 9TOM CiIy-
Jae, Tak Kak Jyisi j = 1 asroputm Al ¢ mepBbiM aprymentoMm f(z) Kak pas
sanyctur Ay Ha srom f(x). [To onpemesennto MHOXKecTBa S, 9Ta BEpOsIT-

Hocts — e Gonmpme . Bribpas a(n) = 2mn'*t* momywum, uro obmas

o nm 1 k
BEPOSITHOCTH ycrexa A, — He GojbIme a(n) T @ Dr1o Mmenbine, yem 1/n"
Juist OOJIbIUX N, T.e. NPOTUBHUK Ay BOBce He obpam@aer f, ¢ 3asiBJIeHHOM
BepodTHOCTBHIO. [IpoTBOpEUneE. U

3ameuanne 1.4. Mbi ObliM BBIHYK/JIEHBI PA3JIyTh BXOJ B TOJMHOMHAJIHHOE
YUCJIO pa3 M, B YACTHOCTH, 3HAYUTEJIbHO yBeau4yuTh N, ¢ KOTOPOIO Halla
dbyukus HagéxkHA. MOXKHO MOCTYNUTH TOPA3/I0 SKOHOMHEE (MBI 9TO U3y4UM
HA CEMUHAPE).

Vupaxnenue 1.11 (1!). Moxkno Jn mepenectu 3Ty Teopemy Ha CJIydaii
owft?

Vupaxkuenue 1.12 (12). f, noayumnnach onpejenéHHO# Ha J0BOJLHO peji-
KOM MHOxkKecTBe. Kak ObITh CO BXOJAMM JUIMHBI, OTJHYHON HE mn?

N TpusnanbHOe.
12B 06mux 4epTax pemeHo Ha CEMUHAPE.



