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Jlektinga 3

KpunrocucreMbl ¢ OTKPBITHIM
KJIIOUOM, KOAUPYIOMIe OJUH OUT

(KoucnexT: U1. Cepreii)

3.1 IlocTranoBka 3aga49n

Asnca (A) n Bo6 (B) o6MeHnBatoTCs COOOIIEHNUSIMU Yepe3 HeHaIeXKHBIH Ka-
HaJ1, npocaymmBaembiii Hapsm (C). Bob ormpasisier coobienne Asnce. Xo-
TEJI0Ch OBbI, YTOOBI OHA €ro MOJIy4usIa, a Jap/u He MOHSI, YTO TaM UMEJIOCh B
Buy. Jljis aTux meseit Annca reHepupyeTr K04, oTIpasiasgeMblii booy. Camo
coboit, aToT K109 u3Becten Yapsu. [locae sToro Asmca ucnoss3yer apyroi
KJII04, 4TOOBI PACKOAMPOBATh 1ojiydeHHoe oT boba coobiienune. Hapsu ke
TaKUM KJIIOUYOM He 00/1aJaeT.

3.2 OcHOBHBIE Oonpe/aeJIeHs

[TockobKy BCE Ha cBeTe MOXKHO 3amudpoBaTh MO OMHOMY OUTY, /I HAYAJIA
orpannunmcs caydaem m € {0, 1}.

Onpenenenune 3.1. Kpunrocucrema ¢ OTKPHITHIM KIOUOM — 3TO MOJIHHOMU-
AJIbHBIN 110 BPEMEHH JeTePMUHUPOBAHHBIN aaroput™ (G, KOTOPOMY Ha, BXOJ,
MOJAIOT TIApAMeTpP HaJIeXKHOCTU (B YHAPHOU CUCTEMe) U CTPOUYKY CJIydaiiHbIX
OUTOB. A OH 110 9TOif Mape OJHO3HAYHO IIOPOXK/IAET JIBe OYJIeBBIX CXEMBI: /I
KOJMPOBAHUS U JIJII PACKOIMPOBAHUS.

G: (1",1y) — (e, d),

rIe e — OTKPBITBIHM K104, a d — cekpeTHblit Kat04. [Ipu aTom, cxemsl e u d
paborator caenyomum obpazom. Ha Bxon nomaercs coobmenne m € {0, 1}
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TOCJIe YeT0 e TIOPOXK/IAET TI0 HEMY KO KaKO#-TO (094eBHIHO, HOTHHOMAATHHOM
OT JIJTMHBI UCXOHOTO COOBINEHNUST) IJIHHBI C:

e(m,r.) € {0,1}".

3ameuanme 3.1. Koaupyromasi dpyHkius obsi3aTe/ibHO JI0J2KHA OpaTh CJIy-
yaiiuble OuThl. B IpOTUBHOM cilydae HOJIb M €JIWHUIA KOJUPYIOTCS BCETIa
OJTHUM ¥ TeM 2Ke o0pa3zoM. O HaJEKHOCTH MPOTOKOJIA B 9TOM CJIydae TOBO-
PUTH HE TPUXOIUTCS.

B c¢Bom ouepenpb, d npuHUMAET HA BXO, KOJ, M, BO3MOYXKHO, HEKOTOPHIE CJIy-
yaiinble OUTHI 7'y /1189 KOPPEKTHOH pabOThl CUCTEMBI €CTECTBEHHBIM SBJIAeTCS
yCJIOBHE:

d(e(m,re),rq) = m,

HO MBI €ro He Bcerjia OyjieM TpeboBaTh.

3ameuanue 3.2. 3aMeTHM, YTO OIpE/IeJIeHHe He TOBOPUT HHUYErOo O HAIeXK-
HOCTH TAKOM KPHUITOCHUCTEMEIL.

Cucrema J-koppexmmua (§-PKCS), ecan
vm Pr{d(e(m,r.),rq) =m} >0

BeposTHOCT Gepercs 1m0 BceM cJydailHbIM OUTaM, TPUHAMAEMbIMHA HAITUMU
CXeMaMH Ha BXOJ (B TOM 9HCIIE IO 7).

Sameuanue 3.3. 1-PKCS (umu npocro PKCS) — cucrema, KoTopast KO/IH-
pyeT u packoaupyeT 6e3 OMmuOKOK.

3ameuanue 3.4. Eciiu Mbl 3aX0THM KOJAMPOBATH CPa3y MHOIO OUTOB, HAM
npuAeTcs MOAUGUIMPOBATH OIPeIeIeHIe, TIOCKOJIbKY CXeMa €, KaK | Jiiobast
Jpyras cxema, nMeeT (hUKCUPOBAHHOE KOJIMUECTBO BX0A0B. /locTtaTrouno mo0a-
BUTB aJITOPUTMBI K/ 1 D, KOTOpbIE MOTYT TOJTb30BATHCS € U d COOTBETCTBEHHO;
KOJIMPOBATh M PACKOAUPOBATH B 9TOM CJIydae OyJAeM 3TUMH aJrOPUTMaMU.

Tenepp Mbl X0THM, 4TOOBI Yap/iu HE MO OTJIMYUTH KOJ HyJis OT KOJIA
€TUHUTIBI.

Omnpenenenne 3.2. Kpunrocucrema (st KogupoBaHusi 0JHOTO GuTa) Ha-
3BIBAETCS HAOEIHCHOT, eCIIn

VO Vp Pr{C(e(m,r.),1"e)=m} < - 4+ ——

1
p(n)’

| —
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rie C' — BepOATHOCTHBIH MOJUHOMHUAIBHBIN TI0 BPEMEHH aJTOPUTM, P — HEKO-
Topbiit MHOTOUJIeH. [Tapamerp 1" maercs 1y TOTO, YTOOBI Pa3pEIIUTh B3JIOM-
MUKy paboTaTh BpeMs, TOJMHOMHAJIBHOE OT MapaMeTpa HaJIEXKHOCTH, a Be-
POSITHOCTH GepeTcs 10 BceMy, B ToM uucJie u mo m (pasHomy 0 wian 1 pasHo-
BEPOSITHO).

[Tonyuaercst, uro C' pelaer 3amady CAeAYIONEro pojga. MBI JaeM eMy
KaKO#-TO Ko — Ju00 HyJsd, 6o enuHUNB. B cucreme 6e3 ommboOK 3TH MHO-
JKecTBa He mepecekarorcs, C' JIO0JKEH WX pa3lesuTh (OH JIOJIKEH XOTsi Obl
WHOT/IA, JaBATh MPABUIbHBIM OTBET HA 3TUX MHOYKECTBAX, a KaK OH BeJIET cedst
3a UX mpejesiaMu — 6e3pasindHo). Kaxioe 3 3TUX MHOXKECTB 110 OTIe/TbHO-
ctu npuHaAIeKuT Kiaaccy NP. B camom nese, B JaHHOM ciiydae TOICKA3KOM
ABJISIIOTCS CAydJaiiHble OUTHI Kojaupyltomeii cxeMbl e. VIMes uX, Mbl CMOXKeM
MIPOBEPUTH NMPABUIBHOCTH KOJIA.

BaxkHo, 4T0 HaIlM HEKOTOPHIE CTPOKHU He sBJsA0TCA Komamu Hu 0, Hu 1.
[IpeacraBum cebe cucreMy, MHOXKECTBO KOJOB KOTODO# IPeACTaBIsSIeT CO0Oi
BCE BO3MOXKHBIE JIBOMIHBIE CTPOKH. DTO OYIET 03HAYATH, YTO MbI OTPDAHUIUIN
cebss muHOKecTBaMu 13 NP M co-NP. Bosee Toro, ecjiu Mbl 3aX0THM, YTOOBI
3aJla4a, KOTOPYI0 Mbl pemaeM, Oblia INP-TpyaHoil, HaM NpuAETCS TPUMHU-
putbcs ¢ NP = co-NP.

3ameuanmne 3.5. Takum o6pa3om, 3aj1a4a paCKOIUPOBAHUSI KPUIITOCUCTEMBI
— 3TO YACTHBIU CJIydail pa3aenenus AByX Hemepecekatomuxcsa NP-MH0XKecTB
(disjoint NP pairs). HeobxomuMocTh pa3ie/sarh TaKue MHOXKECTBA BO3HUKA-
€T He TOJIbKO B KPUNTOTpaduu, HO ¥ B TEOPUU CJIOKHOCTH TOKA3ATETHCTB,
rjie JJI aBTOMATH3AINM J10KA3aTeJbCTBA TPeOyeTcs OTAEJUTb MHOXKECTBO
(HeBBIIIOJTHUMBIX) (DOPMYJI, HMEIOIIUX KOPOTKHE JOKA3ATEIbCTBA, OT MHOXKe-
crBa (BBIIOJIHUMBIX ) (hOPMYJI, He UMEIOIIUX JOKA3aTETbCTB.

3.3 PKCS na ocnoBe tdpf

3ameuanme 3.6. [louemy B kKauecTBE KPUNTOCUCTEMBI C OTKPBITOW KJIIO-
9OM HeJIb3s ObLIO Bocmoab30BaThesa tdpf? Bee meso B ToMm, 4To omnpesenenne
trapdoor function HUYEro HEe TOBOPUT O TOM, HACKOJIBKO CJIOYKHO HAMTU KOH-
KpEeTHBI# OUT KoqupyeMoro coodbienus. B ciydae coobienus u3 olHOro Outa
(a ocTasibHBIE OUTHI B CTPOKE MOXKEM B3sITh IIPOU3BOJILHBIM 06pa3oM) trapdoor
function xkomupyeT 6cto CTPOKY, U ee HaiiTu 1o Koay Tpyano. Ho mpu sTom,
TO, YTO HAM HAJO0 (CKayKeM, TePBbIii OUT), MOXKET HAXOAUThCS CPABHUTENIHHO
JIETKO.

[TonpiTaemMcst TOCTPOUTHh HAJIEXKHYIO KPUIITOCUCTEMY Ha OCHOBE trapdoor
function G ¢ xonupytomieit cxemoii e. 'enepupyemast Haleii KpUITOCHCTEMOi
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G cxema € Oymer paboTaTh CJIEAYIONUM 00pPA30M:
e'(m,r) = (e(r), B(r) &m),

rje r — Hallli cJydaiiHble OUTH, a B — Tpynublii 6ur nidg e. JemudpoBmuk
d' neiicrByer oueBMmHBIM 00pa3oMm, obpamiasi e(r), moaydas 3arem B(r) u
nesnass XOR co BTopoit KOMITOHEHTOH KOZA.

Teopema 3.1. B npunamoir eviuie obosnauenusr, ecau G — tdpf, a B — ee
mpyduuti bum, mo G' — nadescHas Kpunmocucmema.

Zoxazameavcmeo. Ilyctb y HAC ecTh B3JIOMIIUK, KOTOPHIH JIOMAET MOJIyY€H-
HyI0 KpunrocucteMy. BanoMmaem ¢ ero momompio nsnadaabuoe tdpf, wim, mo
KpaitHeil Mepe, ero TPYIHbIH OUT.

Mper nostyunsm e(r) u nerraemest yragars B(r). st aroro Gepem cirydaii-
HYIO CTPOKY b, u napy (e(r),b) maem HameMy B3JIOMIIUKY (3aMETHUM, YTO 9TO
KO KAKOT'O-TO COODINEeHNs1). B3JIOMIIMK TOBOPUT HAM HEKOTODPOE M, W eCJin
OH €ro JeHCTBUTENBHO OTTaaJ, TO m & b — UCKOMBIH TpyaubIit 6ut. Baris-
HyB Ha ompenenenus tdpf u PKCS, 3amedaem 4TO Bce BEPOSITHOCTH B3JI0Ma

— TakuWe, KaK HaM Ha/J10, 3HAYUT Mbl B3JIOMAJIA TPYIAHbIH OUT. A HEe JOJIXKHBI
ObLIN. 0

Caencrsue 3.1. 3 tdpf = 3 nadesrcran kpunmocucmema (PKCS).

VYupaxuenne 3.1. /lokaszaTs B 00paTHYIO CTOPOHY.

3.4 Kpumnrocucrema, mojHas B %—PKCS

BcnomuuMm omnpenesienne cBenéuusag Mexkjay owf w3 mpeablayineil JIeKIuu u
TBOPYECKH €ro jopaboTaeM Jjisi KPUIITOCHCTEM, IOCKOJIBKY HaJIEKHOCTH Y
HAC Telepb CUJIbHAS, a 3HAYUT, B3JIOM — CJIAOBIi.

Onpenenenne 3.3. Anropurm A B3mambiBaeT Kpunrocucremy (G ¢ BeposT-
HOCTBIO ¢(n), ecan 1yt GECKOHEYHOMN 1OCJIe[0BATEIbHOCTH JIJIMH 1;

Pr  {A(e(b,r.), 1™, e)) = b} > q(n;).

be{0,1},A,rg,re

Onpepenenne 3.4. F' — G (B3JI0M KPUNTOCUCTEMbI F' CBOJAUTCS K B3JIOMY
kpunrocucrembl (), ecan

T Vp I :

1
A B3nambiBaer (G ¢ BEPOSTHOCTBIO — + —— =
2 p(n)



9. A. I'mpur: ¢/x “Cnoxuocrrast kpunrorpagus”, Becaa 2007 T. 5

1 1
T4 B3nambiBaer F ¢ BEPOSTHOCTHIO — + :
2 p(n)
3nech T — moauHOMMAJIbHAS IO BPEMEHU OPaKy/ibHAasl MaIWHa, | bIOPUHTA,
A ucnonb3yercst Kak eepoamuocmuoiti opaxyi, p(n) u p'(n) — MHOrOYIEHBI
(mosioxkuTebHBIE TP 1 > 1).

Nrax, 6yeM CTPOUTH IIOJIHYIO OTHOCHTEIBHO TOIO CBEJIEHUS] KPUIITOCH-
cremy (G B KJ1acce KPHITOCHCTEM, KOTOPble PacmudPOBLIBAIOT 3alTH(GPOBAH-
HOe COOBIIIeHne NPaBUIBbHO ¢ BeposiTHOCThIO 2 (2—PKCS). Hamra kpunrocu-
creMa OyJeT IOJIb30BAThCS BCEMU Ha CBeTe KpUnTocucreMaMu. Jlig napamer-
pa HaJIeXKHOCTU N/ MOYKHO BOCIOJIB30BATHCS MEPBBIMHU N’ KPHIITOCUCTEMAM.
Koauposanue Oymer npom3BOAMTHCS TaK, YTO, €CJIAM XOTsI OBl OJHA W3 pac-
CMOTPEHHBIX KPUIITOCHCTEM fBJISeTCd HAe’KHON, TO U HAIIA KPUITOCHCTEMA

HaJe>KHa. HOCTpOGHI/Ie OPOUCXOJUT B TPpHU dTalla.

1. Cepmudurayus. JIna Hagasa Ipou3BOIUTCS MepeOOp aJITOPUTMOB U
cepTuUKAIMS UX B Ka9eCTBe KPUNITOCUCTEM. B camoMm Jesie, HaM TOJI-
XOJIMUT He JII0OOH aJrOpUTM U3 IepeOHUpaeMbIX: OH JOJI2KEH IOPOXKIATh
naphl cxeM, 00paTHBIX JAPYT K Apyry (¢ xoporueii BepositHocThio). Ham
HY>KHO 0TOOpaTh mepBbie 1’ MOAXOAAIIMX AJrOPUTMOB. [lJist 3TOr0 Mbl
MIPOM3BOJUM NPOBEPKY KaXKJIOI'0 U3 «KAHIUIATOBY.

3ameuanme 3.7. Mol nniepebupaem ajaropuTmbl, padboTaionme HeKOTO-
poe, OIrpaHn4Y€HHO€ KOHKPETHbIM ITOJIMHOMOM (HOTOM IIOKa2KeM, 4YTO
9TOrO JIOCTATOYHO), BPEMSI.

Ceprudukalys MpOUXOIUT CJAELYIOIMUM 00pa3oM. [l KaxK0ro «KaH-

gugaray (G; Mbl MHOTO Pa3 MPOU3BOAUM Mu(POBAHUE U JeTn(DPOBAHAE

caydaiiHbIx coobienuii (0MHOOUTOBBIX), BbIOMpast PA3/IMYHbIe CIIydaii-

Hble K/TI04M. Kciu B mogaB/sgionieM OOJIBIIMHCTBE CIYYaeB MOy YHJICS

NPABUJIBHBIN PE3Y/IbTAT MOJIYUYUJICH, HOOABISEM HAIIErO «KAHIUIATAY

B criucoK. J[ist mpoxoxK ieHust cepTuduKalu Ml Oy/1eT TpeOOBaTh 4yTh
2

bostee 3 IIPpaBUJIbHBIX OTBETOB.

2. Amplification of correctness. Cnenaem omuOKy Halllelf KpUITOCHU-
CTeM 3KCIIOHUIUAIBHO MaJIoii. [1J1st 9T0 MHOTO pa3 3aK0aupyeM coooIie-
HUe, a IIPU PACKOIMPOBAHUU OTBET BO3bMEM I10 O60bIuHCTBY. Creayer
IIpocjaeuThb 3a TeM, "ITO6BI 9Ta KOHCTPYKIUA HE YMEHbIINJI1a HaJde2KHO-
CTH.

3. Obsedunenue. OO0beIMHNM BCe BBIODAHHBIE KPHUITOCHCTEMBI TaKHM
00pa3oM, 9TO, eCJId CPed HUX ObLIa XOTh OIHA HAIe:KHAsl, TO M IOJIy-
4YeHHas KpuITocucreMa Oyer Hajex)kHoit. /[1s 3Toro koaupyemsblii 6uT
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b npeactaBuM B Buae b = by @ ... @ b,s, rae by ...b,_1 — HEKOTOPHIE
caydaitaeie OuThl, a b, = by @ ... @ by @ b. Ilocae 3Toro KaxKmawrit
u3 OUTOB KOMpPyeTcs cBoeil KpuntocucteMoit. “IlorgaTro, 9T0” ng njs
PACKOAMPOBAHUS B3JIOMINUKY HYKHO B3JIOMATh BCE N/ KPUTITOCUCTEM.

[Tokarkem, 9To 77151 B3710Ma JIFOOOH KPUIITOCHCTEMbBI JOCTATOYHO B3JIOMATh
TOJIBKO 9YTO HAMU MOCTPOEHHYIO. [ B3/I0Ma KOHKDETHOW KPUITOCUCTEMBI
(G, KOTOPOil 3aKOIMPOBAJIM HEKOTOPBIil OUT b, , BIIUIIEM €r0 KO Ha MECTO CO-
OTBETCTBYIOIIEro CjydaitHoro 6ura, 3akomupoBaHHoro (G, B Halmeit KpUIITO-
cucreme. (st 3roro n' Hy>KHO B3sTh JIOCTATOYHO OOJIBIIAM: OOJIbIIE HOMEDA
kpunrocucrembl G,.) Takum 06pa3om, 110 10Jy4eHHOMY 3HAYEHUIO Guta b,
3HasI BCe OCTAJIbHbIE CJIyJaiiHble OUTHI, MBI MTOJIyIUM U UCXOJHBIH OUT b,.

3ameuanue 3.8. Byuem cuurarh, uto (G; = id. Tem caMbIM mOCTpOEHHAs
KPHUIITOCKCTEMA OyeT IPaBUILHO KOJIUPOBATH COOOIEHUS TazKe eCJId He Cep-
TUGHUIUPOBAHA HU OJHA U3 IePeOUPAEMbBIX KPHUITOCHCTEM.

Teopema 3.2. Ilocmpoennas kpunmocucmema G — noanas 6 Kiacce %—PK CS.

Onpenenenne 3.5. Bossedenue kpunmocucmemv, 6 cmeneks. Jljis Kpur-
tocucrembr H ompenemam H* = (e*, d*), tme

e"(m,r) = (e(m,11),e(m,m2), ..., e(m, 1)),
d* = maj; {d(e(m,r:))}.
Jlemma 3.1. H € 2—PKCS =
1. H* € (1 — e koonst)_PKCS.

2. H* — H (mounee, cywecmeyem maxoe opaxyasvroe ceedenue R, wmo
ecau nexuti «conepnuxy A aomaem H* ¢ sepoammocmuoo % + ﬁ, mo

A 1 1
R* aomaem H ¢ eepoammocmovio 5 + p(n).k).

Zoxazameavcmeo. 1. Ilycts X; — cayuaiinas BeIWUWHA, COOTBETCTBYIOIIAS
daxkry d(e(m,r;)) = m. [Ipumenss nepasencrso YepHoBa, mOSTydnM

Pr {Z X; < k/2} — Pr {Z X, < 2k/3 - k/6} < gconstk,

2. Byzem cTpouTh Takoe cBejenue: mycth R4 BeIOMpaer ciaydaiHbM 06-
pasom i € {1...k} u dbopmupyer cBoii 3ampoc Kk A ciemyonmM 06pa3oM:

M = e(0),€(0),...,e(0),ce(1),... e(l),

NV D
—1 )

7
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Ile ¢ — TOT KOJ, KOTOPBI# MBI XOTHM B3JIOMaTh. JTOT BXOJ MH JaeM R4
Cnenyer 3aMeTUTh, YTO TaKOil BXOJ MOYKET HEe SABJIATHCSI KOPPEKTHBIM, TaK

KakK B ompejesennn H" mpeamonaraercs, 9TO Ha BXOJ B3JIOMIINKY JAeTCS
MacCCHUB U3 KOJIOB HyJieil JuO0 enuHUIl. TeM He MeHee, OIEHUM BEpPOSTHOCTH

ycrexa RA.

1 1
Pr{ycmexa R4} = 3 Pr{ycnexa | c = e(0)} + 3 Pr{ycmexa | c = e(1)} =

%(% Pr{R* Beimaer 0 |M = e(0)... e(0)} + % Pr{R* Beimaer 0 |[M = ¢(0)... e(0)e(1)} +...
o+ % Pr{R4 Bermaer 1 |M =e(1)... e(1)} + % Pr{RA Beimaer 1 |M =e(0)... e(0)e(1)} +...) =

% (1 — %) + i(Pr{RA semaer 0 [M = e(0)... e(0)} + Pr{R* semaer 1 |M =e(1)... e(1)}) >
1 1 1/1 1 1 1
(0 G m) =

okazamesvcmeo meopemui. Pe3ynbrar JeMMBI TaeT HAM SKCIIOHEHITUATHHO
MaJIyI0 BEpOSTHOCTH OIMTUOKH MOCTPOEHHOI KpuntocucteMbl (. Jlaxke Oyaydn
IPOCYMMMPOBAHHOM 1/ pa3, oImmMbKa 0CTaeTCd SKCIOHEHIIUAJBHO MAaJIOM.

HOKa)KeM, YTO J0CTATOYHO OI'PaHUYUTBHCA KPHUIITOCUCTEMAaMU, UCIIOJIb3Y-
fommmu BpeMd n2. IIpeamosoxKnm, 9To y Hac ecTh 6ojiee MejjeHHas KDPUIl-
tocucrema Gg. Cruenaem u3s nee 6nicTpylo kpunrocucremy Gy, KoTopas OT-
smyaercs ot G Wb MapaMeTpoM HaJIe?KHOCTH.

Gp(1",.. ) = G,(1"" )

0

KoppekTHoCTh JaHHOH CHCTEMBI He M3MEHMJIACh, & HAJEXKHOCTh BCE TaK YK€
OLIEHUBAETCS TIOJTUMHOMOM.

Hokazxkem mostHoTy (G: CBEsleM B3JIOM HEKOTOPO#t kKpunrocucreMbl G* KO
B3somy (G. Pazymeercs, B 3ToM ciyuae n’ 6osbine, yem Homep G*, mHa4e oHA
IIPOCTO He OyeT paccMoTpeHa cpeau coctasiagomux (. Cormacuo jemme 3.1,
MBI CBOZHM B3710M G* K B3ioMy G*F, a 3arem’ B3iom G*F — ko B3momy G. O

Vupaxxkuenue 3.2. Onpegennm tdpf ¢ ommbkoit (-tdpf). IIpearaercs
noctpouTsh mojHoe d-tdpf.

Yupaxkuenune 3.3. /1o 31010 y HaC «COMEPHUK» OBLT BepogTHOCTHBIH. [lycTh
Ternepb OH Oy/eT jerepMuHupoBaHubiM. [Ipejiaraercs: mocTpouTh KPUITOCH-
cremy, TOJIHYI0 B KJIACCe KPUITOCHCTEM C JIETEPMUHUPOBAHHBIM «COIEPHU-
KOM>.

3ameuanue 3.9. Perienne mpesnosaraeT mOCTPOEHUE T€TEPMUAHAPOBAHHOTO
CBEJICHHUSI.

1910 mamo ymers mokazars GopMaibHO!



