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Jlekminga 6

IHudposbie noanucu

(Koucnekt: B. Banprman)

Yacmuuno ucnoavdosar maksice xoncnexkm C. @eduna 2005 200a.

6.1 Omnpeaenenus

Anuca mocwutaer Boby coobmenust. [Ipu 3ToM oHA XOUYeT WX MOCHLIATH TaK,
4T00BI B0O MOT y/10CTOBEPHUTHCS, YTO UX MOCHLIAET UMEeHHO OHa. A 3710it Yap-
JIX XOYeT MOJIe1aTh muchMo 0T Astuchl. To ecTh moc1aTh COOCTBEHHOE MTHCHMO
TakK, 4T00b B0O HE CMOr MOHSATH, YTO ITO HMOCIAIA He AJHCA.

JL1st 3TOTO M MCHIOAB3yeTcs MU POBasi MOANKUCH. ¥ Heé ecTh 0DIIe 0CTyII-
HBIIT KJIIOY U ¥ CEeKPETHBIN K04 . HapJsm MoxkeT naBaTh AJrce Ha MOANKCH
pasHble JOKyMeHTHI. [Ipu 3T0M OH X04eT mocIaTh OT €€ MMEeHN KaKOi-TO /Ipy-
roil JJIOKyMeHT (B TOM CMBICJIE, UYTO OH He MOXKET JaTh ero e¢ Ha MOJINCH).
Mp1 XO0THM, 9TOOBI Y HETO TO MOYTU HE MOTIJIO MOJYUUTHCS.

Kak obbiyHO, y HacC ecThb mapaMerp HaJIe:KHOCTH n. B jajbHeiinemM Mbl
OIIyCKaeM IapaMeTphl 17 y 1/HHa coobmenust yamoppie cypTaloTcd My6IMaHBIME
U BCSIKHUI, KTO »KeJIaeT, MOXKeT MOJyIUTh UX Ha BXOJI.

Urak, 6osiee ToUHBIE ONpPEIETICHUSI.

Ounpenenenne 6.1 (cxema mmdposbix noanuceii, digital signatures
scheme, DSS). IIycrs G,S,V — nerepMUHUDOBAHHBIE TIOJUHOMHUAJIBHBIE
10 BpeMeH: MalmuHbl ThIopuHra, TAKHe 9To:

o G: (1n7r9) = (87U)a
e S (a,rs) — A (3mech o — mame coobiienne, a /A — MOMINCH),

o V,: (o, A7) — 0 mm 1,
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o Vo Pr {V,(a,S(a,rs),7r,) =0} =0.
T'gﬂ'sﬂ’v
VYonpakuenue 6.1. [Tokakurte, 4T0 B 3TOM CXeMe MOXKHO CUYUTATH O/ ITUCHI-
BaHWe M TPOBEPKY JeTePMUHUPOBAHHBIMH, T.€. T, = I's = A (IycTas CTPOKA).

B nanbneiiem OyjieM UTHOPUPOBATH HAJUYHUE T, U 7.

Onpenenenne 6.2 (HamerxkHas mudpoBas MOMINCH). IDTa CXeMa HA3bI-
BaeTCd HAJMEXKHOMW, eCJIn

Ss r{A%(v) = (« V(o = —.
VAT W PHAT () = (0, A): Ve, ) = 1} < s

3mech p — mommHOM, A — TOJMHOMHUAJIbHAS BEPOSITHOCTHAST OPAKY/IbHAS Ma-
muHa ThIOpUHTA, U €if 3aMpeIeH0 3ampalIuBaTh OPaKysal Sy O CTPOKE (.

Onpepenenne 6.3 (ogHOpasoBas HajexkHas nudpoBas NOANNCH).
Cxema Ha3BIBAECTCS OJHOPA30BOM, €CIU K OpaKy/ay A pasperieHo o0pamarses
TOJILKO OJIMH pa3.

Onpepenenne 6.4 (I(n)-orpannuennas uudpoBasd NOAINCH, [(n)-DSS).
Eciu BCe BbIIIENIEpEYNCIEHHOE BEPHO [iJisi CTPOK JUIHHbL [(n) (B 4aCTHOCTH,
S npesHa3HAYEH TOJBLKO Jiisl MOANMCHIBAHUS TAKUX CTPOK, a A Moxker 3a-
JIABATH BOIPOCHI OPAKYJYy TOJIBKO IIPO TAKHE CTPOKH), TO CXEMa Ha3bIBAET-
cst [(n)-orpanuyennoii (nm [(n)-orpaHnveHHON HAIEKHOM, eciin TpeboBaHMe
TaKON HAJEKHOCTH COBIIONEHO).

6.2 JlaabHeiinue IJ1aHbI

MsI mombITaEMCST JOKA3aTh CIeAyOmmi Habop (HakToB (Be3/e CXeMbl Ipe/I-
II0JIATAIOTCS HAJIEXKHBIMH).

1. Tlo owf mMoxkHO mOCTPOUTH OAHOPA30BYIO orpannvennyo DSS.

2. Ilpumenus xem-pyHKIMIO K COOOIEHUIO, TIOJIyYUM U3 OIPAHUYEHHON —
«neorpanndennyo» DSS (oguako, ecsm DSS 6bia oxHOpa3oBoit, 0HO-
Pa30BOil OHA U OCTAHETC).

3. Ilorom moJiyuum, 4TO ecu ecTh ojiHopa3oBas DSS, koropast mo3BoJisieT
KOJMPOBAThH COODINEHHsI, KOTOPBIe XOTsI ObI B JIBa pa3a JINHHEE CAaMUX
KJIIO4eit, TO ecTh U MHOTOpa3oBas DSS.
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6.3 OmgHOpa3oBasg OrpaHMYEHHAS CXEMa
Teopema 6.1. Ilyemov f — owf, | — noaunom, m = l(n). Horoorcum

G(l"):((u?,ui,... ul ul),(v(l),v%,... A ),

b m? m yYm? Ym
ede ui € {0,1}" swbpanv, cayuatinom obpazom, vi = f(ul). Bosvmém

o o .

S(ay...om) = (ui*, ... up™);
V' docmamouno nposepums, wmo Vi f(ul?) = v, IHoayuennas KOHCMPYKUUA
2 K (3
ABAAEMCA HA0ENHCHOT 00HOPa3060G [(n)-DSS.

Lokasameavcmeo. Tlpenmnonoxum, 4ro 3t1a DSS B371aMbIBaeTCS ¢ BEPOATHO-
cTbio €. JI1a B310Ma HeMUHYEeMO HEOOX0IUMO 00paTUTh f XOTs ObI /11 OTHOI
W3 CTPOK V%, MOCKOJBKY TOAMUCAHHOE COODMIEHHE JIOMKHO XOTs OBI B OTHOM
OuTe OTIMYATHCA OT 3ampoca K opakyay. UTobwl obpaTtuth owf B HYKHOI
HAM TOYKe Y, CreHepUpyeM KJ/II0Y M 3aMeHUM B HeM ojiHO u3 vh Ha y (k u i
BbIGEPEM CIIyYaiiHBIM 06Pa30M ); MPOMO/IEMPYEM CTAPOro MPOTHBHUKA. Feau
pyu o6paIeHnu K opaxyJly IPOTHBHUK He cupocut Hac f~1(vl) (BepositHOCTD
TOTO — %), TO OH TIONBITAETCS BBHIYUCIUTH HaM f 1(y) ¢ BEpOATHOCTBIO %
(3T0 — BEPOSITHOCTH, YTO MBI YraJajii TO MECTO, B KOTOPOM OYIyT OTJId-
4aThCsl 3aMPOC K OPaKyjly U MOJANUCHIBAEMOE COOOIIEHWE) U CIENAET ITO €
BEPOSATHOCTBIO €. MIToro Mbl 06paTuM f ¢ BEpOSITHOCTBIO > 5. U

Yupakaenue 6.2. PopMaJIbHO 3aIMCATh BCE 3TU BEPOATHOCTHBIE PACCY-
KEHUS, YIUTHIBas MOTEHIIUATbHYI0 BO3MOXKHOCTb 3aBUCUMOCTHU MEKY CO-
OBITHSIMU.

6.4 OpgaOopa3oBasi HEOTPAHUIEHHAS CXEMa

Onpenenenne 6.5 (collision-free hashing function family, cfhff). Ce-
MelcTBO Xem-(pyHKIui 6e3 KOJIM3Uit — 3TO MOJMHOMUAIBHBIE JIeTePMUHM-
pOBaHHbIE AATOPUTMbL 0 U H u cemeitctBo dynkimit {h}., Taxue 4To

e o: (1"1,) —(,

o he: {0,1} — {071}l(|4|)’

b H(C,SE) = hc(ﬂ?),

o VAV Pr{A(() = (y,9) - he(y) = he(y), v # ¥} < oy

rie A u p — Kak 0OBIYHO.
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VYupaxxuenue 6.3. [lokazars, uro cymectBoBanue cfhif Bieuér cymectso-
BaHue owf.

Teopema 6.2. Ilycms y HaC uMeOMCA HAJEHCHAA 00HOPA30BAA 02PAHUYEH-
nas DSS u collision-free hashing function family (¢ odnum u mem orce no-
aunomom | uz ux onpedesenuti). Bydem nodnucwvieams u npogepamv He ca-
MO coobuwenue (menepb NpoudsosvHol 0AUHBL), a Tew-GYHKyuo om Hezo;
ee Homep ( (ceenepuposarnvil cAy4atinoM 00pa3om) 6KANONUM 6 S U 6 .
Hoayuernasn odnopasosas DSS bydem no-npestcnemy Hadéxcrot.

oxaszameavcmeo. B31oM HOBOI cXeMBbl 03HAYAET, 9YTO MbI JIHOO HAKIEM KOJI-
JIN3UIO, JIMOO B3JIOMAeM CTapyIO CXeMy TOJITUCE. ]

VYonpakuenue 6.4. /lars dopmaibHOE H0KA3ATETHCTBO.

6.5 Mmuoropa3oBas cxema Ha ocHoBe tdpf (co-
XPAHSIOIUX JJINHY )

Boobmie-to moxuo oboiituck u cthff, Ho myist nawana nmpuseaém cxemy, ocuo-
BanHyto Ha tdpf, mpuuem Asmce mpumeTcst XpaHUTH U TIEPEIABATH BCIO MCTO-
PUIO MCIIOJIB30BAHUS KJH0Ya (TAaK YTO JJIMHA MOAmUCH Oyjaer pactu). lamee
— MUTATa W3 CTAPOTr0 KOHCIEKTA.

3aMeTuM, YTO JOCTATOYHO HAYYUTHCS HMOAIMCHLIBATEH IIOC/IEIOBATEIHLHOCTH CO-
obmennit gymabl k. PaccMorpum cemeficTBo mepecTaHOBOK { fq}a «C CeKpeToM»,
COXPAHSIIONX JJINHY. AJITOPUTM, T€HEPUPYIOIHii K/II0UH, B KAIECTBE IIPUBATHOTO
KJoua Geper «cekper», T.e. fo !, e || = k. B kauecTBe my6maHOrO KIIFOUa a/1ro-
put™ 6eper f,, ¥ HEKOTOPBIE CIydYaiiHble CTPOKA a?, a} c{0, 1}, tnejel,... k
b?,b]l € {0,1}*, rne j € 1,...,p(k). 3necs p(k) — mmuna 6uToBOI 3amucu f, Tpu
la| = k.

Terneps pacCMOTPHUM TIEPBBIH mar (KOJAUPOBAHUE IIEPBOTO COOOIIEHVST) TO/IIIH-
CBHIBAIOIIEr0 aJITOPUTMA. UTOOBI 3aKOAUPOBATE i-bIif OuT coobmennsa M = my ... myg,
ITO/IITACHIBAIOIINIH aJIFOPUTM BBIOMPAET a?, Jinbo ail, B 32BUCUMOCTH OT TOTO, m; = 0
uIm m; = 1, COOTBETCTBEHHO, W TIPUMEHSET OOPATHYIO IEPECTAHOBKY, MTOJIydas
fot (@), Takum o6pasowm, coobmenne M xogupyercs tak: (f ' (al™), ..., fot(ap™)).

OTMeTnM, YTO IPUMEHSITH TAKOH CII0CO0 KOAUPOBAHUS IIPU TTOANUCHIBAHUH TaIh-
HEUmrX COOOIIEHN — HEe 0YEHb XOPOIIO: B 9TOM CJIydae IPOTUBHUK CMOXKET HailTh
fojll. [TosToMy Jy1s KarXJIOTO HOBOTO COOOIIEHUS HAJIO0 BLIOMPATH HOBYIO II€DECTa-
HOBKY [ (Takyro, 9TO MbI 3HAEM fojjl) st Toro, 9TOOBI 3aKOAMPOBATD i-bIif OUT
j-0T0 COODIIEHNST, MBI BEITUCTIAM fojj L(a™), a x mosmmcn Beero coobuiennst 1o6aBuM

_ fa -1 . © -
{ ajl_l (b; 7" )}i, ome fa,,; o603HAUACT i-biit GUT IPEICTABICHUS STOH IePECTAHOBKY;
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TEM CaMbIM, TyOJIUIHBIH K0 fo, TIO3BOJIAET U3BJIEYD fo; 0€3 ayTenTmduKkanum
[IOCTOPOHHUMY CpefcTBaMu. TakuM 00pa3oM, MOIIMUCH j-Or0 COODIINEHUS JOJIPKHA
COJIEPKATH
-1 mi —1 mp . —1 faj,l -1 faj,k
((fa; (@™)s o oy (@ ™)) (Fayy (b7 )5 oy (B )

Ha camom jesie, B moamuch Ha0 BKJIIOUUTH HE TOJBKO IPUBEIEHHBIE BBIIIE CTPO-
KU, HO ¥ KOJBI BCEX MPEIbIAYINAX MEPECTAHOBOK, TO €CTh B KAXKJIYI0 CJIEIYIOIILY O
MOJITUCH BKJIFOYAEM UCTOPUIO TIOANUCEH TPEIBbIIYINX COODIEHMI.

Taxoit coco6 we odenp 3 PEKTUBEH, TAK KAaK M3-33 TOTO, 9TO MBI XPAHUM
HUCTOPUIO, TIOAMUCH CTAHOBATCS C KaXKJIBIM HOBBIM COOOIIEHWEM BCe JTUHHEE.

YrBepxkaenue 6.1. I[locmpoeHHaa gviuse CXEMA IAEKMPOHHOUT NOONUCY HADEIHCHE.

Zloxasamesvcmeo. Ilpeanonokum MPOTUBHOE: TYCTh TOCTPOSHHAS CXEMA HEHATEK-
Ha. Tak Kak MBI PacCMaTPUBAEM CaMOTO CHJIBHOTO IPOTHBHUKA (0GO3HAYMM €ro
A), TO caWTaeM, 9TO OH MOXKET MONPOCUTH MOJINUCHIBAIOIINI AJTOPUTM MOIINCATE
HEKOTOpoe mojuHoMua bHoe unciao F(k) coobmenuit mo cBoemy Boibopy. [Tocse
9TOT0 C BEPOSITHOCTHIO ﬁ OH TIOJIIMUCHIBAET COODINEHNE, KOTOPOE €Ile He CIpa-
muBaJj. [lokaxXeM, 9T0 B 3TOM CIydae CYIIECTBYET ajiTOPUTM B, MOJIydaroInuii Ha,
BXOJ[ TIEPECTAHOBKY h «C CEKpeToMs, Jijis KOTOpPO# eMy Heum3BecTHa obparTHasi, u
y € {0,1}*, u Bozspamatomuit h~!(y) ¢ BepoSTHOCTHIO m.

ITocrpoum sTor amropur™. OH 6ymeT MBITATHCS WCIOJB30BATH h KaK OUYepel-
HYIO TIEPECTAHOBKY JIJIsl MTOJIMMACHIBAHWST COODIIEHUsI, KOTOpoe 3anpaimmeaer A, a y
B KauecTse a; uwin b;. Tak xak B me 3uaer h~!, To MBI GyJeM TOCTyIATh CIIEIyIO-
M obpazom. Crerepupyem Cirydaino x?, x}, z?, zjl, rae j € {1,...,k}. omoxum
a§~ = h(x;), b; = h(z]i.), st i € {0,1},5 € {0,1}*. (Bnaromaps Bei6opy a u b
MBI CMOKEM TIOJITACHIBATE COODIEHMe MepecTaHoBKoil h, He 3mag h~'.) BriGepem
Jo caywaitro u3 {1,... F(k)}. Anropurm B 6yaer paboTaTh MOYTH TaKKe KaK U
HNOJIIUCHIBAIOMUI aJI'OPUTM, 338 T€M HCKJIIOYEHUEM, UTO KOIJIa eMy HaJlo Oyner BbI-
Oparb B KauecTBe 0YEpPEeIHOM 11epecTaHOBKU fajo, oH BbIOEpET h.

Z.

J

(Temeph ecjau HAM NPUIETCS JJIs TOAIMCHIBAHUS IPUMEHSITh h~! x Tomy Gury,

KOTOPBI MBI 3aKOAUPOBAIM TOYKOM Y, HAC XKJIET HEeyIada — HO BEPOSTHOCTb TOTO

MaJa). 3aImyCTuM aJroputM A Ha MOJyYeHHOM OTKPBITOM KJIOYE. 3aMETHM, YTO

ecan A 3ampammBaeT IOAIHCH Jia coobmerns M, To B IpaBuibHO HOgNAIIET
1

3TO COODIIEHNE C BEPOATHOCTBIO 5 — C 3TOU BEPOATHOCTHIO OH MOXKET OTTa/IaTh,

Jlastee, caydaitHO BBIOEpEM ONHY W3 CTPOYEK a' WJIN b} U 3aMEHHM ee Ha ¥

re HaXOOUuTCA .

s mekoroporo coobmenus M ajuroputM A ¢ BEpOATHOCTHIO ﬁ o aes1ar
€T TPABWILHYIO MOJANKUCH S. DTa TOIIUCH JOJKHA OTIMIATHCS OT TEeX MOIIUCEI,
KOTOpPBIEC JaBaJl eMy aJITOPUTM B, Ipu 3allpoCax A BepOHTHOCTI) TOr'0, 9TO OHa OT-

1
JITYAETCH HA (Lj-OM 3aIIPOCe — XOTs ObI 20Ok Kpome Toro, ¢ BEpOSITHOCTBIO XOTST

1
ObI Tk ITOPUTM F' cnpocut xors 6bI v, 3ampocos y B. 3amernm Takxke, 4TO C

BEPOATHOCTDIO 2(k+71p(k)) aJITOPUTM CMOKeT IIPaBUJILHO MHBEPTUPOBATDH .
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1 —
I/ITaK, BEPOATHOCTH yCII€Xa aJITOPUTMa B cocTaBaser me MeHee 74(]€+p(k))F2(ki) =

1
poly(R)» 9TO 1 TpebOBAJIOCH ISl TIOJIYYEHHUS] IPOTUBOPEYNS.

O

6.6 MmaoropasoBasg cxeMma Ha ocHoBe cfhff



