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Jlekmima 7

CoBMecCTHOe BBIYUCJIEHUE
b yHKIINN

(Koucnekt: V1. Monaxos)

| KOHCIEKT HE ITPOBEPJICSA JIEKTOPOM]

7.1 Oupenenennd

Amuca A m Bob6 B uMeroT BXOABI T, COOTBETCTBEHHO M COydJailHbIE OH-
ThI, K TOMYy K€ OHH MOTYT IOCBLIATh JAPYT JAPYry KaKue-HUOYIb cOooOIe-
Hust(HEKOTOpble (DYHKIMU OT y»Ke IMOJIYYEeHHBIX COOOIIEeHWH, U JIOKaJIbHOM
undopmanun). B pesysnbrare Kaxkjasi U3 CTOPOH I10Jy4aeT HEKOTOPYIO COB-
MECTHO BBIYMCJIeHHYIO byHKIMO f(x, 1), KOTOPYIO JIOKAJIbHO BBIIAET.

Ho mocse moydenus 31oit (pyHKIMKM OHE MOT'YT MONBITAThCS Y3HATH UTO-
HUOY/b €Ile 0 HAKOILJIEHHON TPU MCIOJTHEHUU TPOTOKOJIa WHMOPMAIUH.

Onpenenenne 7.1. IIpoTokon Ha3bIBAeTCS HAIEXKHBIM, €CJAH HU OJHA U3
CTOPOH He MOXKET y3HaTh HUUYEro KpoMe CBOero orsera. boJiee ¢popmasibHO:
Js sio60it Amucet A u Boba B MOXKHO 110 HUM TI0CTPOUTH Takue A’ u
B’, aro
/ —

B'(y, f(z,y) = B

Sameuanue 7.1. D10 onpejesieHne HaAEKHOCTH JJIs semi-honest (mourw
vyecTHbX) Asnchl u BoGa: OHM Y4eTKO CJIeyIOT MPOTOKOJY, 38 HCKJIIOYeHU-
€M TOI'0, 4TO 3allOMHHAIOT IIPOMEKYTO4YHbIE AdaHHBIE€ M IIOC/I€ 3aBEPIICHUA
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MIPOTOKOJIa, MOTYT MPOJMOJIXKUTh YTO-TO BBIYUCIATH. BBIBAIOT emme malicious
(3710BpeHBIE), KOTOPBIE TOTBKO JEJAI0T BUJI, YTO UIPAIOT MO MTPOTOKOIY.

3ameuanmue 7.2. EcTb c11ocod cBeCTH MPOTOKOJIBI JIjIsI TOYTH YE€CTHBIX IIPO-
TUBHUKOB K IPOTOKOJIAM JJIsI 3JI0BPEIHBIX. MOXKHO MMOCTPOUTH KOMITUJISTOD,
KOTOPBI#l Oy/eT nmpeoOpa30oBbIBATh OJHU B JPYrUe, HO Yy HAC ITON KOHCTPYK-
UK He OyIeT, IOTOMY 4TO JIjisi Hee Hy»KHO 3HaTh zero-knowledge proofs.

7.2 Yao IIpOTOKOJI

Wrak, MBI XOTUM HaIE?KHO BRIYUCIUTH (PyHKIMIO. MOXKHO CYUTATh, YTO (DYHK-
U TpeJCTaBIeHa B BUe cxeMbl. [locTpouM 1o Heit HEKOTOPYIO 3aIyTAHHYTO
CXeMy W TepelLIeM ee JIPYroil CTOpOHe.

B s10i1 cxeme 1o pebpam OyayT OeraTh He HOJTUKYU ¥ €IMHUYKHU, & KAKAE-TO
HEBEJIOMbIE 3BEDPYIIKHA. A UMEHHO, MBI COITOCTABAM OMTAM HEKOTOPBIE CJTydaii-
uble crpodku w’,w! auHE Nn.

Ho kak Berumcasits reiir or crpouku? Jlns sroro Oymer crenuabHas
tabnmaxa (w', u’, v¥), Takas aTo k =i o j.

Koneuno, Heb3sd MpocTo Tak mepeaBaTh TpeTuil cToaber TabIuydKu, 1mo-
TOMY YTO TOTJA Bpar MOYKeT JO0TraIaThCsd, KAaKOW 3TO HA CAMOM Jejie OBbLT
reiiT m Kakue OMTHI NPUIILIK €My Ha BXxoj. Bmecto 3Toro Oyjem nepeiaBaTh
cronben, E,i(E,; (v*)), tie E - 310 airoput™ KojupoBaHus HEKOTOPOil KPHUII-
TOCHCTEMBI C 3aKPBITHIM KJIIOUOM.

3ameuanme 7.3. HyxxHo ere, 4ToObI JJIsT TAaKO# KPUIITOCUCTEMBI OBLI CIIO-
€00 MPOBEPHUTH, MABUJILHO JIM Mbl PACKOJAMPOBAJIM CJIOBO. DTOT0 MOXKHO JI0-
OWTHCs, HAIIPUMED, IIPU IOMOIIKM KOHTPOJIbHBIX CyMM. MOKHO ere morpebo-
BaTh, YTOOBI y KPUINITOCUCTEMBI OBLIU JU3IBIOHKTHBIE MHOXKECTBA, KOJIOB JIJISI
PAa3HBIX KJKOYE.

3ameuanue 7.4. M0OXKXHO Tak»Ke HMOCTPOUTH MOXOKHH IMPOTOKOJ C MCIIOJIb-
30BaHUEM KPUIITOCUCTTEMBI C OTKPBITHIM KJIOUOM, HO 3TO CJIOZKHEE.

BrixomHO# OUT CXeMbl MOJYYUTH HE CJIOXKHO - HY?KHO ITPOCTO HPHUCIATH
mapbl OUTOB C COMOCTABIEHHBIMU UM CTPOYKAMU.

OcraJiocs 3anmyTaTh BXOJbI CTOPOH. BXOHBIE OUTHI CTOPOHBI, JI€IABIIEH
CXeMy, TPOCTO KOAMPYIOTCS COOTBETCTBYIOMUMME CTpoukamu. IIpobiema co
BXOJIOM JIpyTOii cTOpOHBI. Hejib3st pocTo 1mpuc/iaTh NpOTUBHUKY 00€ CTPOY-
KH, IOTOMY YTO TOTJ@ OH CMOXKET BBIUYMCJIUTH (DYHKIUIO JJIsT JII0OOOTO CBOEro
BX0/1a, & 9TO CJHUIIKOM MHOr0. UT0OBI 3aBEPIIUTH IPOTOKOJ HY?KHO HCIIOJIb-
3oBaTh KoHCTpyKiuio Oblivious Transfer mis mepemadm BXOIHBIX CTPOUYEK
BTOPO# CTOPOHBI.
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7.3 Oblivious Transfer

Y Asmucei(Sender) ecrb e crpouku by, by € {0,1}", a'y Boba(Receiver) ectb
6ur ¢ € {0, 1}. TTocse 3aBepiienunst nporokosia Receiver mosyvaer b;, a Sender
HOJIyYaer IIuII.

YrBepxkaeaune 7.1. B npednoaooicenuu, wmo cyuecmeyem enhanced tdpf
MOIHCHO NMOCMPOUMD HAVEHCHBLLT NPOMOKOA.

3ameuanme 7.5. Ha camom pnese, 10CTaTOYHO TOCTPOUTH HPOTOKOJ JIJIsT
CTPOYEK JIJIMHBI 1, a TIOTOM 3alyCTUTh €0 HapaJ/lIe/IbHO.

1. Sender renepupyer (e, d) u nocsunaer e Receiver’y.

2. Receiver Borumcasier a; = e(ry) u a;—1 = $(rg), rjue S - yCuJIeHHbIH
Sampler, koTopsiit BbAET CaydaiiHyl0 CTpOYKy u3 Im e, HeoTIMIM-
MyIo or obpasa o6bruHOi crpouku. [Torom Receiver noceuiaer (ag, aq)
Sender’y.

3. Sender Boruncasier ¢; = b; @ B(d(a;)), nocsuiaer Receiver’y (co,c1), n
JIOKAJIbHO BBLJAET MYCTYIO CTPOUKY.

4. Receiver Boruncasier B(ri) @ ¢; = b; u Beigaer b;.



