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Ð ²o¦�©0±�¬�ÈxÅrªj£¥ÄÑ·-²x­°¯7·-²¥¹�²%¦�¬u£!¡�¢�©Ò·¸©Ò¦�©0±�¬�©�ª�¢�¬�¡�º¥£!µ0¬�µ*º!©*­°¯�Å�­°¯®£¥¡�¢�©Ò·�© ¦�Áj¦�¬
e

¬
d

ªj²¥ª7µ�À!©0­°¯�ÅÓª�£¥º!£!¢�¯�©�¡�£¥µ*º!¢�£!©0±�¯�¡�£Z¡�²(¢�²¥­°©*º¥¢�³»±�²%·�© Ð ±�£!µ*º¥¬ÊÅÓ²�¡�¢�£·�¦�¬�±�³7ªj£0·¸£¥¹!£!Ä0£&µ ¦�£!¹!²&±�¬�´�©*Ä0£»±�©�Â1±�²¥ÈÔº%½�¾Õ²(ªÖ´�º!£G©*µ ¦�¬×­°¯TÀ!£¥º!¬�­Ø¡�£(¦�³�Ï´�¬�º!¶Vª�¢�¬�¡rº!£!µ*¬�µ*º¥©0­Õ³!ÅÔª�£¥º!£¥¢�²(Á¨ª�£0·¸¬�¢�³¥©*ºÖµÒ¦�£!¹�²Ù¡�¢�£!¬�Â0¹!£(¦�¶!±�£!§7·�¦�¬�±�¯�Å�º¥£­°¯^·�£(¦ Ð ±�¯^·¸£!¼�²(¹!¬�º!¶�ªÙ±�©0§+·¸¹�²�¡�£o¦�¬�±�£!­°¬�²o¦�¶!±�¯�À&¡�£Ú¹¥¢�©0­°©*±�¬�·¸© º!©0¢�­°¬rÏ±�¬�¢�£!¹�²(±�±�¯�À�ÛÜº%½Ý©(½�µ ¦�³r´�²¥§�±�²(Á�µ º!¢�£¥ªr²Æ¼¥³1·¸© ºx·�¦�Áz±�¬jÀz£0·¸±�¬�­V¬�Â�¡�²¥¢�²¥­°© º!¢�£!¹�Þ²%¦�Ä0£!¢�¬�º!­ß²
E

¬
D

Årª�£¥º¥£!¢�¯�©�¼¥³1·�³�º�Â1²¥±�¬�­ß²oº!¶!µ�Ázº¥©0­�Å�´rº!£h¡�¢�¬�­°©0±�Árº!¶
e
¬

d
ªµ*£!£!¼¥Ëx©0±�¬rÁ�­7¡�¢�£!¬�Â0¹!£(¦�¶!±�£!§z·�¦�¬�±�¯�à

E(m, e, re),

D(d, rd).Ûâá�ºo²¥¢�£!©�£¥¡�¢�©Ò·�© ¦�©*±�¬�©ã·�¦�Áu£1·�±�£!¼!¬�º¥£!¹!¯�À�µ0£!£¥¼¥Ë�©*±�¬�§�¡�£(¦�³j´�¬rº!µ�ÁÊÅ�©0µ ¦�¬z¡�£(¦�£(Ï
Ð ¬�º¥¶

E(m, e, r) = e(m, r)
¬

D(c, d, r) = d(c, r)
½äÞ
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Åº!£!ÄÑ·-²ÚÄ*©0±�©*¢�²(º¥£!¢»¹!¯�·-²¥¹�²%¦»¼!¯Îµ�À�©*­°¯ ±�©h·�¦�ÁGª�£0·¸¬�¢�£!¹�²¥±�¬rÁÙ£0·¸±�£!Ä*£Ì¼!¬�ºo²�Å¿²·�¦�Á ª�£1·�¬�¢�£!¹�²(±�¬�Á/µ0£!£!¼(Ë�©0±�¬�Á�£¥¡�¢�©Ò·�© ¦�©*±�±�£!§ ·�¦�¬�±�¯�½�L�º!£�¼!¯�¦�£x¼¥¯7ª�¢�²(µ0¬�¹!£�Å±�£Æ±�©*³1·¸£!¼¥±�£�½
M�¦�ÁVª�¢�¬�¡�º!£¥µ0¬�µ º!©0­°¯�Å�ªj£0·¸¬�¢�³jÈãË�©*§×£0·¸¬�±V¼!¬�º%Åß¼!¯�¦�£�¡�£!±�Árº!±�£¥©�£!¡�¢�©Ò·¸©ÒÏ¦�©0±�¬�©�º!£!Ä*£�ÅÊ´�º¥£uÂ1±�²Ã´�¬�º%Å	´rº!£z©0©h¹(Â*¦¸²¥­°¯�¹!²¥ÈãºZÛ £¥º1¦�¬�´�²(ÈãºONu£¥º 3 µ�À!£!¢�£¥¤x©0§¹!©0¢�£ÃÁrº!±�£!µ º!¶!È�Þ ½�M�¦�ÁÚª�¢�¬�¡�º!£!µ*¬�µ*º¥©0­�Å	ª�£¥º¥£!¢�¯�©hª�£0·¸¬�¢�³jÈãº�µÒ¦�£!¹�²/¡�¢�£!¬�Â0¹!£(¦�¶oÏ±�£!§�·�¦�¬�±�¯�Å	¬�­°©0© º!µ�ÁÌ·¸¹�²u£!¡�¢�©Ò·¸©Ò¦�©0±�¬�ÁÊàP8:9<IQGJRSA�?T;U8:9<;K=	>@?VADC»Û ±�²u¹!¬j·XW<¼!£(¦�©*©µ0¬r¦�¶¥±�£!©ÃÞ�¬Y?TR	Z�?T8:A@?TR	[J=	?T8:\�GJ]	?B^T?BADC�Û µ�±�¬�­`¡�¢�£¥Ëx©�¢�²¥¼!£¥ºo²(º¥¶�Þ ½
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)Sc0),.0/-)U143d5fehgjilknm	oqp�r6stgjilsSu4vHrwphxzy�3 Í�¢�¬�¡rº!£!µ*¬�µ*º¥©0­ß²�±�²(Â0¯�¹�²¥© º!µ�Á�{K|K}
~��H���U��� |K{K� �����H� |h� ���#� Å�©*µ ¦�¬ ∀h ∀f ∀CS ∀p ∃C̃S ∀MS

Pr{CS(E(m, e, re), e, f(m)) = h(m)} ≤ Pr{C̃S(e, f(m)) = h(m)}+
1

p(n)
,

ÄÑ·¸©
f

¬
h
WØ¡�£(¦�¬�±�£!­°¬�²o¦�¶¥±�£h¹!¯�´�¬�µÒ¦�¬�­°¯�©���³j±�ª�«�¬�¬
Å

MS

Å
CS

¬
C̃S

W ±�©*ª�£(Ïº!£!¢�¯�©F�o¡�¢�£¥º¥¬�¹!±�¬�ª�¬j�ÚÛÜÂÃ²%·¸²¥±�±�¯�©�µ�À!©0­ß²¥­°¬�¡�£(¦�¬�±�£!­°¬�²o¦�¶!±�£!Ä*£h¢�²(Â1­°©*¢�²�ÞÒÅ�²
pW9­°±�£!Ä*£!´r¦�©*±Ê½���·¸©*µ0¶Ú¹¥µ0© Ð ©Ò¦¸²¥ÈÔË�¬�©+Û ¹!ªr¦�Èã´�²(Á

f
¬

h
Þ�¡�£o¦�³j´�²¥Èãº+±�²�¹(À�£0·ºo²¥ª Ð ©

1n
¬

1|m| Å-±�£�­°¯��*º!£¥Ä0£z±�©�¡�¬�¤�©*­�Å
´�º¥£!¼!¯a±�©�Â1²¥Ä0¢�£!­°£ Ð ·-²oº!¶u£!¼¥£¥Â1±�²%Ï´�©0±�¬rÁÊ½�á�£!£!¼¥Ëx©0±�¬�Á�Ä0©*±�©0¢�¬�¢�³jÈãº!µ�Á�ªj²¥ª
MS(1n)

½r �©0¢�£ÃÁrº!±�£!µ º!¶Æ¼!©*¢�©*º¥µ�Áz¡�£
rg

Å
re

¬
MS

½
_$`0a-)Jb
)Sc0),.0/-)�143B��e:�Ko0�-r6�Kp�r6o-��u-rd���4m	�0rd�6rwp�x0y�3 Í�¢�¬�¡rº!£!µ*¬�µ*º¥©0­ß²Ù±�²(Â0¯�¹�²¥© º!µ�Á
� | � ��¡K¢����l�l~£�#� Å�©*µ ¦�¬u·�¦�Áu¦�Èã¼!£!Ä*£/Ä*©0±�©*¢�²(º!£¥¢�²/¡�²(¢�µ*£!£!¼¥Ëx©0±�¬�§

MI

¬�¦�ÈÉ¼!£!Ä*£
�(¡�¢�£¥º¥¬�¹!±�¬�ªr²¤�

CI

Û Â1²%·-²¥±�±�¯�À�µ�À!©0­ß²¥­°¬+¡�£o¦�¬�±�£!­°¬�²o¦�¶!±�£¥Ä0£�¢�²(Â1­°©*¢�²�Þ Å-² ºo²(ªrÏ
Ð ©ã·�¦�Áz¦�Èã¼!£!Ä0£Æ­°±�£¥Ä0£!´r¦�©0±�²

p

Pr{CI(E(e, mi, re), e, 1
n, m0, m1) = i} <

1

p(n)
+

1

2
,

ÄÑ·¸©
(m0, m1)

Ä*©0±�©*¢�¬�¢�³¥©*º!µ�ÁÚªr²(ª
MI(1

n)
½� �©*¢�£ÃÁ�º¥±�£!µ*º¥¶�¼!©*¢�©*º¥µ�Á�¡�£

rg

Å
re

Å
i ∈

{0, 1}
¬�µ ¦�³r´�²¥§�±�¯�­Ö¼¥¬�ºo²¥­

MI

½
¥ ),¦�a-),(*&§1-365�3©¨«ª ��| � | ¢ | ���l¬ {<| ~*�J���U��� |<{K� �#�­���J� |h� ��� { �U�­�®� | � ��¡K¢����l� }
~£� { �U� � �°¯H��� { �,¢�±S��²'³
´ � � ��¡��J� | ¢�± { �$¯J��³ áÓ¦�£ Ð ±�²oÁ�µ*º!£¥¢�£!±�²

⇑
½

µã·¸© ÁÊàj¡�³!µ º!¶Æ©0µ º!¶U��³j±�ª�«�¬rÁÊÅ�ª�£¥º¥£!¢�³jÈL­°¯Ö³j­°©0©*­V³jÄÒ²%·�¯�¹�²(º!¶�Û £¥º�¡�¢�£¥º!¬�¹(Ï±�£!Ä0£�Þ Å�º¥£!ÄÑ·-²Æ¡�£!µ*º¥¢�£!¬�­G·¸¹�²�ºo²¥ª�¬�©�µ*£!£!¼¥Ëx©0±�¬�Á
m0

¬
m1

Å�´�º!£
h(m0) 6= h(m1)¬

CI

Å�¬�µ*¡�£(¦�¶¥Â*³jÈãË�¬�§Ì±�²(¤ ¹!¯�´�¬�µÒ¦�¬�º!©Ò¦�¶©��³j±�ª�«�¬�¬
h
Å¸µ�À�£¥¢�£¥¤�©*§Ú¹!©*¢�£ÃÁ�º!±�£(Ïµ*º!¶¥ÈK¢�²(Â*¦�¬�´�²¥©*ºQ�*º¥¬�µ*£!£!¼¥Ëx©0±�¬�ÁÙÛ

MI

¢�£¥¹!±�£$�*º(³�¡�²¥¢�³�¬�¼¥³1·¸© º�¡�£¥¢�£ Ð ·-²oº!¶�ÞÒ½
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��³!µ º!¶�³+±�²¥µh©0µ º!¶
CS

ÅÊºo²(ªj£¥§Z´�º¥£
CS(..., m) = h(m)

µhÀ!£!¢�£¥¤x©0§Z¹!©0¢�£ÃÁrº(Ï±�£!µ*º¥¶!Èx½Óá�±�²Ã´�²%¦¸²Ì£!¡�¢�© ·¸© ¦�¬�­
MI

àÕ£¥±G¹!µ0©*ÄÑ·-²�Ä*©0±�©*¢�¬�¢�³¥©*º&¡�²¥¢�³&µ0£!£!¼(Ë�©0±�¬�§
(m0, m1)

Û µ ³jËx©0µ º!¹!£!¹!²¥±�¬�©�¡�£1·�À�£0·�Á�Ëx¬rÀÌ±�²¥­
m0

¬
m1

­°¯Ç·¸£¥ªr² Ð ©0­Ö¡�£¥Â Ð ©1Þ ½
� ²(Â*¦�¬�´�²¥ÈÔË�¬�§ Ð ©

CI

¼(³Ã·�©*ºÙ¢�²¥¼!£¥ºo²(º¥¶&µÒ¦�©Ò·�³jÈÔË�¬�­Ø£!¼!¢�²oÂ1£!­�à°¹!¯�·¸²¥¹�²(º¥¶ N�Å©*µ ¦�¬
CS(. . . , f(m0), m) = h(m0)

Û £!¼!¢�²(º¥¬�º!©h¹¥±�¬�­ß²¥±�¬�©¥Å¸´�º!£uÂÒ·¸©0µ*¶
CS

£¥¡�Á�º¥¶¡�£(¦�³j´�²¥© ºÌ±�²�¹(À!£0·
f(m0)

Å ²�±�©
f(m)

Å0� º!£Ú¡�£¥Â1¹!£o¦�Á�© ºÚÂÃ²(¤x¬�º!¶
f(m0)

¹Úµ�À�©ÒÏ­Õ³
CI

¢�²(Â+¬¨±�²¥¹!µ*©0ÄÑ·-²Z·�¦�Á7·-²¥±�±�£¥Ä0£
n
Þ���¬¨¢�²¥¹!±�£!¹!©0¢�£%Árº!±�£ NÙ¬r¦�¬ 3 Å�©0µÒ¦�¬

CS(m)
¹!¯�·-²%¦�´�º!£(Ï º!£x·¸¢�³jÄ*£!©¥½���¼!£(Â1±�²Ã´�¬�­

pk(x) = Pr{CS(. . . , f(x), x) = k}
Å

qk(x) = Pr{CS(. . . , f(m0), x) = k}
¬

hi = h(mi)
½

Pr{ �	��

����� CI} =

Pr{ �����
� m0}·

(
ph0

(m0) +
1

2
(1 − ph0

(m0))

)
+Pr{ �����
� m1}·

(
1

2
(1 − qh0

(m1))

)
=

1

2
(1 + ph0

(m0) − qh0
(m1))

Mx£!ªj² Ð ©0­�Å
´�º!£z·¸©0§�µ º!¹!¬rº!© ¦�¶!±�£Ìµ*³�Ëx©0µ*º¥¹¥³jÈãº
m0

¬
m1

Å-·�¦�Á�ªj£(º!£!¢�¯�À�¹¥©0¢�£(ÏÁrº!±�£¥µ*º!¶ ³!µ*¡�© À�²�¼¥³1·¸©*º ¼!£o¦�¶¥¤�©(Å�´�©0­ 1
poly(n)

+ 1
2

½
��¢�© ·¸¡�£(¦�£ Ð ¬�­Ú¡�¢�£¥º!¬�¹¥±�£!©¥ÅÃº%½ ©¥½%¡�³¥µ*º!¶�·�¦�Á�¹!µ0©ÒÀ�¡�²¥¢

(m0, m1)
¹¥©0¢�£ÃÁ�º¥±�£!µ º!¶³¥µ0¡�©ÒÀ�²�­ß²%¦¸²�à

ph0
(m0) − qh0

(m1) <
1

poly(n)
.

��¢�£¥µ*³j­°­°¬�¢�³¥©0­9¡�£¨¹!µ*©0­B¹¥£¥Â1­°£ Ð ±�¯�­
m0

¬
m1

Û µV¹¥©0µ1²(­°¬ÊÅ�µ0£!£(º!¹!© º!µ*º¥¹¥³�ÏÈÔË�¬�­°¬×¹¥©0¢�£ÃÁ�º¥±�£!µ ºÃÁ�­ µ*£!£!¼¥Ëx©0±�¬�§×µ0£!Ä�¦¸²(µ0±�£
MS

ÞÒÅ�¬�µ*¡�£(¦�¶(Â0³¥Á¨µ*£!ª�¢�²oË�©0±�¬�©
p(x) = Pr{MS(1n) = x}

à
∑

m0,m1

p(m0)p(m1)(ph0
(m0) − qh0

(m1)) =

=

(
∑

x

p(x)ph(x)(x) −
∑

m0,m1

p(m0)p(m1)qh(m0)(m1)

)
.

��©*¢�©0¡�¬r¤�©0­Ø¹¥º¥£!¢�£!©ÚµÒ¦¸²¥ÄÒ²¥©*­°£!©¥à�¡�³!µ º!¶
Hk = {x|h(x) = k}

ÅÓº¥£!ÄÑ·-²Ù¹¥º¥£!¢�£!©µÒ¦¸²¥ÄÒ²¥©*­°£!©�¢�²¥¹!±�£
∑

k

∑

m0∈Hk

∑

m1

p(m0)p(m1)qk(m1) = . . .

Û ¬�Â�¡�£0·�µ*³j­°­°¯7¡�£
m1

­°£ Ð ±�£�¹!¯�±�©*µ*º¥¬
p(m0)

Å�²�¬rÂ�¡�£0·uµ ³j­°­°¯7¡�£
m0

­°£ Ð ±�£¹¥¯�±�©0µ º!¬Úµ ³r­°­Õ³u¡�£
m1

Þ

. . . =
∑

k

((
∑

m1

p(m1)qk(m1)

)
∑

m0∈Hk

p(m0)

)
=
∑

k

(
µk

(
∑

m1

p(m1)qk(m1)

))
,
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ÄÑ·¸©
µk = Pr{MS(1n) ∈ Hk}

½j¾¿²¥ª�¬�­&£!¼!¢�²(Â0£!­�Å�¡�£!µÒ¦�©É¡�¢�©0£!¼!¢�²(Â1£!¹!²¥±�¬�Á�¹¥º!£!¢�£(ÏÄ0£Æµ ¦¸²(ÄÒ²¥©0­°£!Ä*£�±�²o¤h²Æ¢�²(Â1±�£!µ*º¥¶/¡�¢�¬�±�¬�­ß²¥© º�¹¥¬j·
∑

x

p(x)ph(x)(x) −
∑

k

(
µk

(
∑

m1

p(m1)qk(m1)

))

��©*¢�¹!£!©�µ ¦�²¥ÄÒ²¥©0­°£¥©£W�¹¥©0¢�£ÃÁ�º¥±�£!µ º!¶uº!£¥Ä0£�Å¸´�º!£/µ*ºo²¥¢�¯�§�¹(Â*¦�£!­ÕËx¬�ªÚ¡�¢�²¥¹!¬r¦�¶¥±�£³rÄÒ²Ã·¸¯�¹�²¥© º
h
½��Ç¹(º!£!¢�£¥©ÔµÒ¦¸²¥ÄÒ²¥©*­°£!© W\¹!©*¢�£ÃÁ�º!±�£!µ*º¥¶�º!£¥Ä0£�Å�´�º¥£xµ ¦�©Ò·�³jÈãËx¬�§zµ1²%Ï­°£¥³j¹!©0¢�©*±�±�¯�§LÛ ¢�²¥¼¥£¥ºo²¥ÈãËx¬�§7¼¥©*Â�ÂÃ²(¤x¬	��¢�£!¹�²(±�±�£!Ä*£Zµ*£!£!¼¥Ëx©0±�¬�Á�ÞÆ¹(Â*¦�£!­ÕËx¬�ª³rÄÒ²Ã·¸¯�¹�²¥© º

h
à�£!± ¼!©0¢�©*º�µ ¦�³j´�²¥§�±�£!©�µ0£!£¥¼¥Ë�©*±�¬�©¥Å�¤x¬	��¢�³!© ºh©0Ä*£�Å!ÂÃ²¥¡r³!µ0ªj²¥© º�µ ºo²oÏ¢�£!Ä0£/¹(¦�£!­ÕËx¬�ªj²

CS

Û ¬�µ*¡�£(¦�¶(Â0³¥Á
f(m0)

¹u²¥¢�Ä*³j­°©0±�º¥©��äÞ�¬�¹!¯�·-²(©*ºz£¥º¥¹!©*º%½ �¿²(Â Ï±�£!µ*º¥¶�·¸¹¥³�À2�*º¥¬rÀz¹!©*¢�£ÃÁ�º¥±�£!µ*º¥©0§�­°©0±�¶¥¤�© 1
poly(n)

År²x­°¯×¡�¢�© ·¸¡�£(¦¸²(ÄÒ²o¦�¬ÊÅr´�º!£
CS¹¥Â*¦¸²(­°¯�¹�²¥©*º ±�²o¤x³�ª�¢�¬�¡�º!£!µ*¬�µ*º¥©0­Õ³¥½ ½ ½
¡�¢�£¥º!¬�¹¥£!¢�©0´�¬�©��

⇓ � ©0Ä0ªj²(Á�µ*º¥£!¢�£!±�²�½
���
	���
������ 	�� 
������������������ ���������
���� 

��³¥µ*º!¶&ª�º!£(Ï º!£&³j­°©*©*ºG¢�²oÂ*¦�¬�´�²(º!¶&Â1²¥ª�£0·¸¬�¢�£!¹!²¥±�¯�©ÚµÒ¦�£!¹�²�Åß±�²1³j´�¬�­°µ�Á`³jÄÒ²oÏ·¸¯�¹�²(º¥¶f��³r±�ª�«�¬�È�½ ��¡�¢�©Ò·�© ¦�¬�­­��³j±�ª�«�¬�È
h
à
h(mi) = i

ÅÊ² ´�º!£z¹u£¥µ*ºo²o¦�¶¥±�¯�À­°©0µ*ºo²%À�ÏÉ±�© ¹�² Ð ±�£�ÅÊ¬�¼!£�­°¯F¼(³Ã·�©0­LÄ*©0±�©*¢�¬�¢�£!¹!²(º!¶Ú±�²�¹(À!£1·Ùº!£(¦�¶!ª�£
mi

½ 7 ¯¬�­°©0©*­`¹¥Â ¦�£!­ÕËx¬�ªj²
CI

År¡�£!µ*º¥¢�£!¬�­`¡�£h±�©*­Õ³
CS

½"!a±�²¥µ�©*µ*º¥¶/¹¥Â ¦�£!­ÕËx¬�ªÊÅ�ª�£¥º¥£(Ï¢�¯�§�¡�£Ôª�£0·�³
m0

¬r¦�¬
m1

¬#�$�$�1¡�²¥¢�©
(m0, m1)

³j­°© ¦xÄ0£!¹!£¥¢�¬�º!¶�Åo´rº!£�ÂÃ²�µ0£!£¥¼¥Ë�©*±�¬�©¼!¯�¦�£�Â1²(¤�¬���¢�£!¹�²¥±�£�½&%�²(¤\±�£!¹!¯�§u¹(Â*¦�£!­ÕËx¬�ªÊÅj©0µ º!©0µ º!¹!©*±�±�£�Å�¼(³Ã·�©*ºxÂ1²¥¡�³¥µ0ªj²(º!¶µ*ºo²¥¢�£¥Ä0£�Å ±�£Ú©*­Õ³Z© Ë�©u±�²%·¸£�·¸²(º!¶Ú±�²�¹(À!£1·»¡�²¥¢�³
(m0, m1)

½'� µ0²¥­Õ³�¡�²¥¢�³�­°¯ÂÃ²(¤x¶!©0­×¹/±�£!¹!£!Ä*£�¹¥Â ¦�£!­ÕËx¬�ªj²ÌÛ ¼(¦�²¥Ä0£/£!±�Ï�µ�À�©*­ß²�Þ ½qµ^¦�£!­ß²(º¥¶u£!±�¼¥³1·¸©*º�µx¹!©ÒÏ¢�£ÃÁ�º!±�£!µ*º¥¶!È 1
2

+ 1
poly(n)

½(%�£�±�²(­�±�²%·�£�ÅÊ´�º¥£!¼!¯F¢�²oÂ1±�£!µ º!¶�©0Ä0£�¹!©*¢�£ÃÁ�º!±�£!µ*º¥¬&¬
¹!©0¢�£ÃÁrº!±�£!µ º!¬�µ0²¥­°£¥³j¹!©*¢�©0±�±�£!Ä0£ã¹¥Â*¦�£¥­ÕË�¬�ªj²ã¼¥¯�¦¸² 1

poly(n)

½)�»ªr²(ªj£¥¹�² Ð ©Ó¹¥©0¢�£ÃÁ�ºoÏ±�£!µ*º¥¶�¹¥Â ¦�£!­ß²�·�¦�Áxµ0²¥­°£¥³j¹!©*¢�©0±�±�£!Ä0£�¹¥Â ¦�£!­ÕËx¬�ªj²�*+%�²Ô¹(À�£0· £¥±�±�¬�´�©*Ä0£�«�©0±�±�£¥Ä0£±�©Æ¡�£(¦�³j´�²¥© º%Å ²�±�²%·¸£�©0­Õ³Ì³jÄÒ²%·-²oº!¶�¹!© ¦�¬�´�¬�±�³¥Å ª�£¥º¥£!¢�²(Á�µÆ¹!©*¢�£ÃÁ�º!±�£!µ*º¥¶!È 3), �
�*º!£QNh¬r¦�¬ 3 Å�ºo²¥ª�´�º!£/¹!©0¢�£%Árº!±�£¥µ*º!¶/©0Ä*£ ³¥µ0¡�© ¤�±�£!§�¢�²¥¼!£¥º¥¯®Ï 1

2

½
��·�©0µ0¶�©0µ º!¶�·¸¯�¢�ªj²�à�±�²�µ1²(­°£!­Ì·�© ¦�©(Å

m0
¬

m1
Å°�*º¥£x±�©�µÒ¦�³j´�²¥§�±�¯�©Éµ*º¥¢�£!´�ª�¬ÊÅ²X�Ò¦�©0­°©*±�º!¯<¡�²¥¢�¯�Åßª�£¥º¥£!¢�³jÈ ¡�£!¢�£1·�¬r¦

MI

½Ó �£¥Â0¶!­°©0­^º¥³V¡�²¥¢�³¥Å�±�²Zª�£¥º!£¥¢�£!§¹!©0¢�£ÃÁ�±�º!±�£¥µ*º!¶Æ¦�³j´�¤�©�¹!µ*©0Ä0£�Å�º%½ ©¥½�±�©�Àj³ Ð ©(Å¸´�©0­7¹Æµ*¢�©Ò·¸±�©0­�½

}�~.- /������������É����0 1����+2����x�Ó��3/���54���076 ���������
_$`0a-)Jb
)Sc0),.0/-) 14398P3

G : {0, 1}k → {0, 1}f(k) ÅÓÄÑ·¸©
f(k) > k

ÅÓ±�²(Â1¯�¹!²¥©*º¥µ�Á
f(k)

};:h| � |D� �J�$� � ��~ ª {K| ¯��H� { ¢=<S�¤�H����²'> �l� {<| ¢ Û
f(k)

}@?BA5C�Þ ÅÊ©*µ ¦�¬Ú·�¦�ÁÌ¦�Èã¼!£!Ä0£¡�£(¦�¬�±�£!­°¬�²o¦�¶¥±�£!Ä0£�¡�£�¹!¢�©*­°©0±�¬Z¹!©0¢�£%Árº!±�£¥µ*º!±�£!Ä0£�²o¦�Ä0£¥¢�¬�º!­ß²
A
Å-·�¦�Á+¦�ÈÉ¼!£!Ä*£



���������	��

����������������
����
� �!

"�#%$&�('*) 

��$+��,-)*./"-)!�0�1�	2 �

­°±�£!Ä0£!´j¦�©0±�²
p

¹!¯�¡�£(¦�±�Á�© º!µ�Á
|Pr{A(G(x)) = 1} − Pr{A(y) = 1}| <

1

p(k)
,

ÄÑ·�©/¹!©*¢�£ÃÁ�º¥±�£!µ*º¥¶Ú¼!©*¢�©*º¥µ�ÁG¡�£�µ ¦�³j´�²¥§�±�¯�­D´�¬�µÒ¦¸²¥­
A

¬�¡�£�¢�²(¹!±�£!­°©*¢�±�£�¢�²¥µ Ï¡�¢�©Ò·¸©Ò¦�©0±�±�¯�­
x ∈ {0, 1}k

¬
y ∈ {0, 1}f(k) ½

á�³�Ë�©*µ*º¥¹!£!¹�²¥±�¬�©������ �0ª�¹¥¬�¹�²o¦�©*±�º!±�£�µ*³�Ë�©*µ*º¥¹!£!¹�²¥±�¬�È��
	�� ½j `µ ¦�©Ò·�³jÈãËx©0§¦�©0ª�«�¬�¬h­°¯ �*º!£hÛ ´�²¥µ º!¬�´�±�£�Þ	·¸£¥ªr² Ð ©0­�½ �7¹!£¥µ0¡�£(¦�¶¥Â0³¥©0­°µ�Á�³ Ð ©�µ0©0§�´�²¥µ�µÒ¦�©Ò·�³jÈ�ÏËx¬�­�¹�²¥¢�¬�²(±�º!£!­X�*º¥£!Ä0£�³�º!¹¥©0¢ Ð ·�©0±�¬�Á�Û ·¸£!ªj² Ð ©*­Z©*Ä0£�±�²�µ ¦�©Ò·�³jÈãËx©0§Æ¦�©0ª�«�¬�¬�Þ ½
��
�� ),a��Xb
),.-/0) 14365�3�� { ¢�� g � �#����� { �$� � �#���l¬l¬ ª | ��|K{ �U�J����¯ � ��� �F³ | ³������ }|�� �U��¯H����¬������ �
! { � > � �H�l¬�"�#U��¬ ��¢���� <$! B � |K| � � <S����²
�&%����'!��$�

G(x) =
(
gf(k)−k(x), B(x), B(g(x)), ..., B(gf(k)−k−1(x))

)

¬�¯<¢¤¬ | � { ¬ f(k)
};:h| � | � �H�$� � � ~t³

��£!µ º!¢�£!¬�­×ª�¢�¬�¡�º¥£!µ0¬�µ*º!©*­Õ³�·�¦�Á�ª�£0·¸¬�¢�£¥¹�²¥±�¬�Á�¼!£(¦�©*©�£0·¸±�£!Ä0£/¼!¬�ºo²�½ ��³!µ º!¶
g
W ªj£0·¸¬�¢�³jÈãËh²oÁ ��³j±�ª�«�¬rÁOA@Z	E�� Å

B
W ©0©�º!¢r³Ã·�±�¯�§Ú¼!¬�º%½���³¥µ*º!¶

E(b1 . . . bm, g, r) = (gm(r), B(r) ⊕ b1, B(g(r)) ⊕ b2, . . .),ÄÑ·�©
b1 . . . bm

W µ*£!£!¼¥Ëx©0±�¬�©¥Å
r
W µ ¦�³j´�²(§�±�¯�©Æ¼!¬�º¥¯�½P�Ê²¥­°© º!¬�­�ÅÊ´rº!£/·�¦�¬�±�²�ÂÃ²oÏ¤x¬	��¢�£!¹�²(±�±�£!Ä*£�µ*£!£!¼¥Ëx©0±�¬rÁ

O(m+n)
Å!ÄÑ·¸©

n
WK¡�²¥¢�²(­°©*º!¢/±�²%·¸© Ð ±�£!µ*º¥¬�( ½!Í�²(ª­°¯�¢�²¥µ0ª�£0·¸¬�¢�³¥©0­ **)ßµ º!¶

g
Å°Â1±�²Ã´�¬rºG­°¯�­°£ Ð ©0­F³�Â1±�²(º!¶

r
Åßº%½Ý©(½�­°¯�µ*­°£ Ð ©0­³�Â0±�²(º!¶

B(. . . (r))
År¡�£!µ ¦�©É´�©0Ä*£ ­°¯×¹¥£¥Â1¶!­°©*­�+-,��®µÉª�£0·¸£!­»¬z¡�£(¦�³r´�¬�­`¬�µ�À�£0·�Ï±�£!©�µ0£!£!¼(Ë�©0±�¬�©¥½

��£!´�©*­Õ³�º¥£�ÅÊ´�º¥£z¡�£(¦�³j´�¬j¦�£!µ0¶�Å�W ±�²Ã·¸© Ð ±�²(Á�ª�¢�¬�¡�º¥£!µ0¬�µ*º!©*­ß²�* ��¢�©Ò·�¡�£(¦�£(Ï
Ð ¬�­�Å1´rº!£ �*º!£ã±�©°ºo²¥ªÊ½% �µ*¡�£!­°±�¬�­�£!¡�¢�©Ò·¸©Ò¦�©0±�¬�©�±�©*¢�²(Â*¦�¬�´�¬�­°£!µ º!¬Ê½(ÍÔº¥£(Ï º¥£ã³j­°© Ï© º�¢�²(Â ¦�¬�´�²(º¥¶ � ¢�²(Â0±�¯�ÀÌµ*£!£!¼¥Ëx©0±�¬�Á

u
¬

v
½ %�©x³j­ß²o¦�ÁrÁÚ£!¼¥Ëx±�£!µ º!¬ÊÅÊ£¥±�¬Ì¢�²(Â Ï¦�¬�´�²¥ÈÔº!µ�Áz¢�£¥¹!±�£�¹ 3 ¼¥¬�º!©(Åjºo²¥ª�ªr²(ª�­°£ Ð ±�£x­°©0±rÁ�º!¶x¡�£x£0·¸±�£¥­Õ³Æ¼!¬�º¥³ ¬uÄÑ·�© Ï º¥£¼(³Ã·�©*º/¡�£(¦�¬�±�£!­°¬�²o¦�¶¥±�¯�§�µ*ªj²%´�£!ªÊ½

� `-a-&�� .-)l.-/-)t14365�3 Í�£!±�µ0¡�©0ª�º¥¬�¢�£!¹�²(¹¥¤�¬�§�¡�£0·�¦�£ Ð ¬r¦�Â ·¸©*µ0¶Ô´�¬�ºo²(º¥© ¦�È»³j¡�¢�² Ð Ï±�©0±�¬�©(à(¹Ô£!¡�¢�©Ò·¸©Ò¦�©0±�¬�¬�±�©0¢�²(Â*¦�¬�´�¬�­°£!µ º!¬h£!¼�²�µ*£!£!¼¥Ëx©0±�¬�Á�¡�£0·-²¥¹!²o¦�¬�µ*¶É±�²�¹(À�£0· Åªj²¥ª�¢�©0²o¦�¬�Â0£!¹�²(º¥¶Q� º¥³�¬j·¸©*È/.�­°©0±�Árº!¶ ¡�£Æ£0·¸±�£!­Õ³z¼¥¬�º¥³10 *!½ ½
��£!ªj² Ð ©*­�Å!´�º¥£�º¥£�Å!´�º¥£�¡�£!µ*º¥¢�£!©*±�£�¹�³�º¥¹!©0¢ Ð ·¸©0±�¬�¬ � ½ 3 Å(±�©�Á�¹(¦�Á�©*º¥µ�Á2�3�4�Æ½

��£!µ º!¢�£¥¬�­Zµ�À!©0­Õ³65%Å¥ª�£¥º¥£!¢�²(ÁÆ£¥º1¦�¬�´�²¥© º�¹¥¯�À�£0·7�3�4�®£¥º�¡�¢�£!µ*º¥£�µ ¦�³j´�²¥§�±�¯�ÀÆ´�¬rÏµ*© ¦s½¸ÛâáÓ¦�³j´�²¥§�±�¯�©Ô´�¬�µ ¦¸²�­°¯V¼!¯`¡�£(¦�³j´�¬r¦�¬
Å�©0µ ¦�¬/¼!¯V¹
E(...)

¹!­°©0µ º!£�º!¢�³1·¸±�¯�À¼¥¬�º!£!¹
B(...)

¼¥¢�²o¦�¬�µ ¦�³r´�²¥§�±�¯�©�¼!¬�º!¯�½äÞ
8:9;9<9>=
?�=

O(m + p(n)) @ A;B ?�=DCFE
G
HJILKNM<I A<O K A<PQBSR ILKNTQU P K PNVXW K B<P IYUQZ
KN[4\�?�= WY]^@ U P ?�=�_ W UQ`U P n
9

a<b^KQZ P KQZ B [ A;c�dYegf U PNA ?�=hKi?�j;UQIY= Pkcml
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�Ê²(­°©*º!¬�­�Å�´�º¥£G¦�ÈÉ¼�²(Á7µ*º¥¢�£!´�ªj²ÙÁ�¹(¦�Á�©*º¥µ�Á¨ª�£1·�£!­ ªr²(ªj£¥Ä0£(Ï º!£Gµ0£¥£!¼¥Ë�©*±�¬�Á
Åºo²¥ª+´�º!£�­°¯a¬�­°©0©*­Ç¡�¢�²¥¹!£uÂ1²¥¡�³!µ º!¬�º¥¶�¹¥Â ¦�£!­ÕËx¬�ªZª�¢�¬�¡�º¥£!µ0¬�µ º!©*­°¯F±�²�¦�ÈÉ¼¥£!§µ*º!¢�£!´�ª�©¥½ ��±Ú³j­°©0© º�£¥º1¦�¬�´�²oº!¶zÂÃ²%·¸²¥±�±�£!©xµ0£!£!¼(Ë�©0±�¬�©h£¥ºzµÒ¦�³j´�²¥§�±�£¥Ä0£�ÅÊ¹�´�²¥µ*ºoÏ±�£!µ*º¥¬Ú£¥º1¦�¬�´�²(º!¶�µ*£!£!¼¥Ëx©0±�¬�©�¬�Â�¹¥µ0© À�±�³Ã¦�©*§Ú£¥ºuµÒ¦�³j´�²¥§�±�£!Ä0£�½ ��£(¦�³j´�²¥©*­ � ¹!©ÒÏ¢�£ÃÁ�º!±�£!µ*º¥¬Êà
P{

µ0ªj²(ÂÃ²%¦�¬ 3 ±�²��
}

¬
P{

µ0ªj²(ÂÃ²%¦�¬ 3 ±�²hµ ¦�³r´�²¥§�±�£!­7µ0£!£!¼(Ë�©0±�¬�¬
}
½

)ßµÒ¦�¬Æ±�²¥­+¹!¯�·-²(Èãº�µ ¦�³j´�²(§�±�¯�©�´�¬�µÒ¦¸²�Å¥º¥£�­°¯»¡�£o¦�³j´�²¥©0­�¹¥º¥£!¢�³jÈ¨¹!©0¢�£ÃÁrº!±�£!µ º!¶Û ºo²¥ªVªj²¥ª»­°¯ ¡�£(¦�³r´�²¥©0­^¡�£(¦�±�£¥µ*º!¶¥È<µÒ¦�³j´�²¥§�±�£!©�µ0£!£!¼(Ë�©0±�¬�©ÃÞÒ½X)°µÒ¦�¬ Ð ©z±�²¥­·-²¥ÈãºÚ¹!¯�À�£0·7Ä0©*±�©0¢�²oº!£!¢�²rÅÕº!£Ì¹!©*¢�£ÃÁ�º!±�£!µ*º¥¶�µ*ªj²(ÂÃ²(º¥¶+±�²Ú±�©0­ 3 Ï*�*º!£Ì¹¥©0¢�£ÃÁ�ºoÏ±�º!£!µ º!¶Ìµ*ªr²oÂÃ²(º¥¶Ì©Ò·¸¬�±�¬�´�ª�³Z±�²�µ*£!£!¼¥Ëx©0±�¬�©�¬�Âu¹!µ*© ÀZ±�³Ã¦�©*§®Û
bi = 0

ÞÒ½s¾Õ²¥ªZ´�º!£Û ©0µÒ¦�¬f?BR	Z	?T8�A�?BR	[°=	?B8@\�GJ]�?T^T?VADC�£¥º1¦�¬�´�²¥©*ºhµ º!¢�£¥´�ª�³/¬�ÂÉ¹¥µ0© À/±�³Ã¦�©*§�Þ Åj­°¯Öµ ³r­°©Ò¦�¬z£¥ºoÏ¦�¬�´�¬�º¥¶x¹!¯�¹¥£1· ������£¥º�µ ¦�³j´�²¥§�±�¯�À/´�¬�µ0©Ò¦�µ�À�£!¢�£¥¤�©*§u¹!©0¢�£%Árº!±�£¥µ*º!¶¥ÈxÅrº%½ ©¥½�­°¯¡�£(¦�³j´�¬r¦�¬&¡�¢�£(º!¬�¹!£¥¢�©0´�¬�©�µhº!©*£!¢�©0­°£¥§Ê½���º¥£ Ð ©x·¸©Ò¦¸²(º¥¶�Ås©0µ ¦�¬&­°¯^³j­°©*©0­D£¥ºoÏ¦�¬�´�²(º¥¶Z±�©�µ*£!£!¼¥Ëx©0±�¬�©�¬�Â�¹!µ*© ÀV±�³Ã¦�©*§=* %�²¥­L·-²o¦�¬Vµ*º¥¢�£!´�ªr³!ÅÓ­°¯ ¡�£!µÒ¦�©Ò·�±�¬�©
f(k)− k

¼¥¬�º�ª�µ0£¥¢�¬�­»µÉº!©*­»µ0£!£!¼(Ë�©0±�¬�©0­�Årªj£(º!£!¢�£¥©�µ*ºo²¥¢�¯�§�¹(Â*¦�£!­ÕËx¬�ªz­°£ Ð ©*º£¥º1¦�¬�´�²oº!¶�¬�ÂÃ²(¡�³!µ*ªr²(©0­Öµ ºo²¥¢�£!Ä*£�¹¥Â ¦�£!­ÕË�¬�ªr²r½


