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Jlektinga 5

DJIEKTPOHHBIE TIOINNCH

(Koucnekt: C. ®enun)

5.1 C(CxeMBblI 3JIeKTPOHHBIX MOANNCE

DJIEKTPOHHAS TOJNUCH TAPAHTUPYET, YTO COOOIEHUS MOCTYNAIOT OT JIOCTO-
BEPHOTO OTIIPABUTEJIsl B HEMCKAKEHHOM BHe. bojiee TOro, mojgydaresb He
TOJIBKO yO€XKJIaeTcsi B JIOCTOBEPHOCTU COODIIEHUsI, HO U TIOJIyYaeT JJIEKTPOH-
HYIO TOJITUCH, KOTOPYIO B JlaJibHENIIeM MOYKeT MCHOJIb30BaTh KaK J0Ka3a-
TEJIbCTBO JIOCTOBEPHOCTU COOOIIEHUsI TPEThUM JIMIAM B TOM CJy4ae, e€CJiu
OTIIPABUTE/b IONBITAETCA OTKA3aThCd OT CBO€H IOJIUCH.

Onpenenenne 5.1. Cxema 371eKTPOHHON MOANMCH — 9TO TPOMKA AJTOPHUT-
mos (G, S, V), rue

e (¢ — NOJIMHOMHUAJIbHBIN BEPOSITHOCTHBIM aJrOPUTM I'€Hepaluy KJYeil.
Ha Bxone 1% on Bemaer mapy (pri,pub), rae pub — OTKDBITBIH KTiod
CXeMBl 3JICKTPOHHO! IIOJNNCH, & Pri — COOTBETCTBYIOIUN eMy CeKpeT-
HBI KJTIOY:

G(1%) = (pri, pub).

e S — MOJMHOMMAJIbHBIA BEPOSITHOCTHBIN MOAIMMCHIBAIONINIT AJTOPUTM.
Emy na Bxox nomaercs napa (M, pri), rae M — coobimenne. Anroputm
S BO3BpAIaeT MOANKUCH JIJI TOTO COOOIIEHNS:

S(M, pri) = signature.

e V' — TOJWMHOMHUAJBHBIA BEPOSATHOCTHBIA MPOBEPLIONINN aJITOPUTM;
V (M, s,pub) = 1 B ciyuae, eciu NOANUCh § — TPABUJIbHAS (CreHEPHU-
pOBaHHAsl AJTOPUTMOM S ¢ COOTBETCTBYIOIIUM KJIFOUOM Pri) HOIIHCH
qist coobrenust M; V (M, s, pub) = 0 B IpOTUBHOM CIIydae.
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Sameuanue 5.1. Vcnonp3oBanue caydaiiHbIX OUTOB SIBJISIETCS TOJE3HBIM (U
Jarke HeOOXOMMMBIM) HECMOTPSI Ha OTCYTCTBHE BO3MOXKHOCTH “ONTHOKHU”; O/T-
HAKO U ee MOXKHO BBeCTH, oc1abs onpenenenne (Pr{V (M, S(M,pri),pub) #
1} < 27% rme pri u pub — cooTBeTCTBYIOmUE JAPYT JAPYrY KJIOYH, CreHepH-
posannbie G(1%)).

ITpumep 5.1. Paccmorpum cxemy sekrponnoit moamucu na 6aze RSA. ITycrs
N — npowussejienue JByX OOJIBIINX ITPOCTHIX uncesi. B kadecTse 1my0/imuHOrO
KI09a BosbMeM mapy (N, e), rae (e,¢(N)) = 1, a B KauecTBe TPHUBATHOTO
BO3bMeM d, Takoe, 4To ed = 1 (mod ¢(N)). Ioamuceio ansa coobuenue M
oyner M? mod N. JT1o60ii :Kenalommii MOKeT TPOBEPUTH MOIINHHOCTD MO
nucu. JIjig 3TOr0 J0cTaTouHO NpoBepuTh pasencTBo M = (M?)¢ (mod N).
3aMeTuM, 9TO TaKas CXeMa JIeKTPOHHOMN MO/IMUCH SIBJIS€TCS HEHAIeYKHOM
(ompeiesieHus HAIEKHOCTH MBI JIa/IMM HUZKE), TaK KaK, HAIPUMED, €CJIH TIPO-
TUBHUMK HAy4YUJICS TIOJJIEIBIBATH OIUCH JIJIsl JIBYX COOOIIEHUTT, TO OH CMOXKET
[O/I/I€/IATH TOIUCH U JIjIs TTPOU3BEIEHUs] ITUX COOOIIEHUN: TaKas MOJIINChH
Oy/ieT pOCTO MPOU3BEAEHUEM TOIITUCEH JIJIsT KaXKJI0r0 U3 TUX COOOIIEHMi.

5.2 HaneXHoCTh cxXeM 3JEKTPOHHBIX IOANNUCEN

Jlns onpeneneHusl HaJEKHOCTH CXEMbI 9JEKTPOHHON MOAIUCH HEOOXOIUMO
cleaTh HEKOTOpbIe IPEIINOJIOXKEHHsI O MpoTuBHUKE. IIpoBemeMm kiaaccudu-
KaIlMI0 BO3MOXKHBIX HPOTHBHUKOB. OTMmeTnMm, 4To Bce aaroputmel (G, S,V
SIBJISIIOTCS OOIIEIOCTYITHBIMHU, MO3TOMY JII00OW IPOTUBHUK 3HAET OIUCAHUE
CXEMBbI TOJIIIUCH.

e CaMplii c1abbIil U3 BCeX BO3MOXKHBIX IIPOTUBHUKOB MO2KET II0//I€/IbIBATDH
noAnucu, 3Hasd TOJIBKO HY6ﬂHquIﬁ KJIIOY pub CXEMBbI.

e bBoJiee cuibHBIN TPOTUBHUK MOXKET IOJIb30BATHCA HEKOTOPOM JOTOJIHH-
TeJbHOI mHGOpPMaleil 0 cxeme MOANKUCH: OH MOXKET CMOTPETh Ha HEKO-
TOpbIE MOJNUCAHHBIE COOOIEHNs — Ha Tapy (coobIieHue, MOMAIKCH).
[Ipu 3TOM OH HMKaK He BJUSET HA BHIOOD 3TUX COOOIEHUH.

e Cawmplil yKe CHJIbHBIII IPOTUBHUK MOXKET CaM BBIOMPATH COOOIIEHUS W
IOJIy4aThb JJid HUX IPpaBUJIbHbIE TOAIINCH, TO €CTh MO2KET IIOChIJIaTh BbI-
OpaHHBIE MM CAMUM COOOIIEHNsI (KOHEYHO, OTJIMYHbBIE OT TOTO, HOJIKChH
O/l KOTOPBIM OH COOMPAETCs MOMJIENATh) Ha HOAMKUCH HOMUCHIBAIOIIE-
My. BbiOop coobiennst MOXKET 3aBUCETh OT ITPEIbIAYINHUX IOy YeHHBIX
HOIIINCE.
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KpOMe KJ'IaCCI/I(bI/IKaILI/II/I BO3MOXKHBIX IIPDOTUBHHUKOB, HeO6XO,ILI/IMO olnpeae-
JINTh YyI'PO3Y 0e30IaCTHOCTH CXEMBI IOAIIUCH, TIDOTUB KOTOpOfI MBI XOTHUM 3a-
IMUANTATHCA.

e Camasl CHIbHas yrpo3a — 9TO BBIYUCJIEHUE NMPOTHBHUKOM CEKPETHOTO
KJI09a pri. Ecim nmpoTuBHEK MOXKeT pean30BaTh TaKylO yIpo3y, TO
cxXeMa TOIINNCH SBJIAETCHd HeHa IeyKHOI.

e Bosee cmabas yrposa: BO3MOXKHOCTb NMPOTHUBHUKA TOMAETBIBATH TOJI-
[HUCH IOJ, JIOOBIM COOOIIEHHEM.

e Hakonen, camasg ciabast yrpo3a — 5T0 BO3MOXKHOCTh IPOTHBHUKA 10/
JIeJIATh MOJMUCH 10, HEKOTOPBIM COOOIIeHneM (BBIOPAHHBIM UM CAMUM
— WJIM, ellle OJMH BapHAaHT, ObITH MOXKET, OH JIayKe HE MOXKET CaM Cre-
HEPHUPOBATH 3TO COODIIEHNE).

[Tonarno, uyTo HauboJIee HANEKHBIMH SABJSIIOTCS CXEMbI, HAJ€XKHbIe OTHO-
CUTEJbHO CaMBIX CJ1a0BIX YIrpO3 IPU CaMOM CUJILHOM NpOTHBHUKe. VIMeHHO
9TOT CJIy4ait Mbl U Oy/IeM PacCMaTPUBATD.

Baxkubrit MoMmeHT: Haie:KHOCTH CXeMbl PACCMATPHUBAETCI M 00H020 U
moz20 oice KJII0Ya JIJI BCeX 3aIIPOCOB Ha MOAMUCH. /les10 B TOM, 9TO mepegada,
KJII04a TpebyeT ajbTepHATUBHBIX METOJOB ayTeHTuduKanuu (Beb KUY He
HOJIIMCAH, W TaK»Ke MOXKeT ObITh nojjesan). [losromy nmoBropHas nepexada
KJIIO4a ABJ4eTCd KpailHe J0poroil onepanuei.

5.3 Ilpumep «HaAEXKHOIT» CXEMBI

PaccMoTpuM oiHY W3 BO3MOMKHBIX CX€M 3JIEKTPOHHON MOINMCH. 3aMeTuM,
YTO JOCTATOYHO HAYYMThCS TOANUCHIBATH COOOIEHUs JIMHBI k. Paccmor-
puM ceMeiicTBO 1epecTaHOBOK {fa}a «C CEKPETOM», COXPAHSIIONIUX JJINHY.
AnroputM, reHepupyoOIMU KJIOYN, B KadeCcTBe MPUBATHOTO KJOYa Oeper
«cexpers, T.e. fi!, rae |oq| = k. B xauecrse my6iamdHOrO K/I0Ya aJIropuT™M
Geper fo, M HEKOTOpHIE CIydaiinbie crpoku af,a; € {0,1}F, tne j € 1,..., k;
bY,b; € {0,1}%, tne j € 1,...,p(k). Baecy p(k) — nmuna Gurosoil 3amucu fo
upu o = k.

Tenepb paccMOTpUM TI€PBbIHi mar (KOJMpOBaHWE HEPBOr0 COOOIIEHMS )
MOAIUCHIBAIOIIET0 aaropurMa. UTobbl 3aKOAUPOBATH i-biif OUT COOOIIEHMS
M = my ... my, NOANMCHIBAIONIHMIT aJrOpUT™M BBHIOWpaeT a), mbo a, B 3a-
BHCUMOCTH OT TOro, m; = 0 maum m; = 1, COOTBETCTBEHHO, ¥ MPUMEHSIET
ofparTHy1o nepecTaHoBky, nouydas f, '(a;"'). Takum o6pasom, coobuenne M

komupyercs tak: (fi'(at™),. .., fal(ap®)).
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OTMeTuM, 4TO MPUMEHSATh TAaKO# CIIOCOO KOJAMPOBAHUS TPHU MOANUCHIBA-
HUU JAJIbHEHINX cOOOIEeHit — He 0UYeHb XOPOIIO: B TOM CJIyYae TMPOTUBHUK
cMoxker HafiTi f,'. TTosToMy /17151 KazKI0rO HOBOTO COODIIEHUS HAJ0 BHIGH-
PaTh HOBYIO IEPECTAHOBKY fq, (TAKYI0, 4TO MBI 3HAEM fojjl). JLnst Toro, 9TO0BI

3aKOJIUPOBATH -bIif OUT j-0r0 COOOIIEHNUs, MBI BBIUUCIUM foz1 ("), a k moz-

_ fa-,i . -
HCH BCero coobmienust aobasumM { fajl_l(bi "")}i, tae fa;; obosHauaer i-writ

OUT TpeCTaBICHUS ITOH MEPECTAHOBKH; T€M CaMBIM, IMYOJUIHBIN KII0U fq,
TO3BOJISACT U3BJEYD f,, 0€3 ayTeHTH(UKANUM TOCTOPOHHUMH CPEJICTBAMA.
Takum 06pa3oM, MOAIUCH j-OTO COOOITEHUs TOJXKHA CO/IEPKATH

(£ (@), f @) (a7, f;f_l(b;?éik)))-

Ha camom nene, B moanmuch Ha0 BKJIIOYUTH HE TOJHKO MPUBEICHHBIE BBIIIE
CTPOKH, HO W KOJBI BCEX TPEJIBIIYIINX TTEPECTAHOBOK, TO €CTh B KAXKIYIO CJIe-
JIVIOIIYO TO/NKUCH BKJIIOYAEM UCTOPHIO TOIITUCEH TPEbIIYyIUX COOOIIeHuiA.

Taxkoii criocob ve ovenb 3pdekTUBeH, TaK KaK U3-3a TOT'0, YTO Mbl XPAHUM
UCTOPUIO, MOJAMKUCU CTAHOBSATCS C KaKIBIM HOBBIM COOOIIEHUEM BCE JIJIMHHEE.

Yreepxkaenue 5.1. Ilocmpoennas eviue cxrema IAexmpornoti nodnucy Ha-
desicna.

Zoxazameavcmeo. 1lpeanosioxkum NPpOTUBHOE: TTyCTh MIOCTPOEHHAST CXeMa HeHa-
nexkHa. Tak KaK Mbl pACCMATPUBAEM CAMOTO CHJIBLHOTO NPOTUBHUKA (0603HA-
quM ero A), TO CuMTaeM, YTO OH MOYKET MONPOCHTH MOJMUCHIBAIONIMH aJl-
TOPUTM MOJIKUCATH HEKOTOPOE MOJTMHOMUAIbHOE Yucyio F(k) coobrmenuii mo
cBoeMy BbIOODY. [locsie 31010 € BEPOSITHOCTHIO ﬁ OH TIOJIITUCHIBAET COOOIIe-
HUe, KOTOpOe elne He crupammBas. [lokaxkem, 9T0 B 3TOM CJIydae CyIIecTByeT
aJITOPUTM B, moTyJaionuii Ha BXOJ, IEPECTAHOBKY h «C CEKPeTOM», JJIs KO-
Topoit eMy HemsBecTHa obpaTHas, u y € {0, 1}* u BosBpamatomuit h1(y) ¢
BEPOSATHOCTHIO pobll(k).

[TocTpoum sTot anmropurm. OH OyAeT NBITATHCS UCIOJIB30BATH h KAaK OUe-
PEIHYIO TePecTaHOBKY JIJIsi MOAIMUCHIBAHUS COODIIEHWs, KOTOPOE 3alpaliu-
BaeT A, a y B KadecrBe a; wan b;. Tak kak B me 3maer h~!, To MBI Oygem
mocTymaTh crepyiomuM obpasom. Cremepupyem Crydaiino 9,1}, 2], 25, Te
jeA{1,...,k}. omoxum a} = h(zh); bh = h(z}), nma i € {0,1},5 € {0,1}".
(Baarogapsi BHIOOpY @ ¥ b Mbl CMOXKEM TIOJIIUCHIBATH COODIINEHHUE MepecTa-
HOBKO# h, He 3nas h™'.) Buibepem jy ciyuaiino uz {1,... F(k)}. Anropurm
B Oyner paborarh MOYTH TaK»Ke KaK W MOAMMCHLIBAIONIMI aJIrOPUTM, 38 TeM
UCKJTIIOYEHNEM, YTO KOIJIa eMy HaJ0 OyaeT BhIOpATh B KadeCTBEe OYepeTHOM
IIepeCcTaHOBKHU faio’ oH BBIOEpeT h. . .

Hanee, cnyqaiino BeibepeM OfiHy U3 CTPOYEK aj WU b U 3aMEHUM ee Ha

y (Temepb ecim HaM IIpUETCH i HOJNMCBIBAHHS NPUMEHATb A~ K TOMy
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OUTY, KOTOPBI#i MBI 3aKOAMPOBAJIM TOYKOW Y, HAC XKJET HeyJadya — HO Be-
POSITHOCTB 9TOTO MaJia). 3alMyCTHM aaropuT™M A Ha MOJYyYeHHOM OTKPHITOM
KJIode. 3aMeTHM, 4YTO ecIu A s3ampalmuBaeT HOJNNCH JJis coobmenus M,
TO B npaBWJILHO MOIIHKIIET 3TO COOOIIEHHE C BEPOSITHOCTHIO % — ¢ 9TOi#t Be-
POSITHOCTBHIO OH MOXKeT OTTaJdaTh, IJie HAXOIUTCS .

Jlns mekoroporo coobmmenuss M anroputM A ¢ BepOATHOCTBIO % IO/~
JIeJIaeT MPABUJIBHYIO MOANKUCH S. DT MOJIUCH JOJIKHA OTIUYATHCS OT TeX
nojnucedt, KOTopbie gaBaj emy ajroputm B, npu 3anpocax A. BepositHocTh
TOr'0, YTO OHA OTJIMYALTCH Ha (1j,-OM 3alIPOCe — XOTd Obl ﬁ Kpowme Toro, ¢
BEPOSITHOCTHIO XOTsI OBI ﬁ anroput™ F' ciupocut xoTs OBl avj, 3a1pocoB y B.
3aMeTuM TakKe, 9TO ¢ BEPOSITHOCTHIO m AJITOPUTM CMOXKET MPABUJIHHO
UHBEPTUPOBATD .

1I/ITau(, BEPOSITHOCTD yCIlexa ajaropurMa B cocTaBisier He MeHee m =
poly(k) TO M TPebOBAJIOCH JIJIsl TIOJIyYeHUs] TPOTUBOPEYUHSI.

0

5.4 TlpakTudeckas cxema

[Ipusenem apyryio cxemy noamnucu, PSS0: yaydmum, ucnoab3ys Xomm-(pyHKITIH,
cxemy noamnucu Ha 6a3ze RSA, npusenennyo B Hadaste Jekuu. ['py0o roBops,
ceMeiicrBo kpunrorpaduyeckux xsm-dbynxmuii H; : {0,1}* — D; C {0, 1}V
(nnst Beex i € {0,1}*) cocTonT U3 JIErKO BBEIYUCIUMBIX (DYHKIMIA, [l KOTO-
pBIX “TpyJHO” HAWTH Tapy CTPOYeK Z,y,T # Yy, Takux, uro H(z) = H(y).
Bnech D; — 310 0obaacTh onpenenennss RSA ¢ cOOTBETCTBYIOIUM TTapaMeT-
POM HAJIEXKHOCTH (B JAJTbHEHIIEM § OIYCKAETCS).

Wrak, onumeM cxemy HOIIINCH.

AstropuT™, TeHepupyomuil Kawo4n, reaepupyet (e, N) B KadecTBe pub u
(d, N) B kauecrBe pri. N,d,e — 3ro nmapamerpsl RSA, yxe onucannbe B
HavaJIe JICKIWH.

J11st Toro, 4ToOBl mOAMUCATHL coobmenue M , IOANMUCHIBAIOIINI AJITOPUTM
Boruncisier y = H(M or), tue v € {0,1}* — cuayuaiinas crpouka, o —
onepanusi KOHKQTeHAIMU CTPOK, § = |r| — elle oJuH napaMerp HaJexKHOCTH
cucremsl. [ToroMm, Berunciaus ¢ = y¢ mod N, ucno/b3yer B KauecTBe IO/IIUCH
napy (r, ).

[TpoBepsiomuii aaropUT™M JIErKO MOYKET MPOBEPUTH TOMJUHHOCTH TTO/ITH-
cu. st aTOro emy jocratodHo, BeiuucauB y = H(M or), mpoBepurh paBeH-
crBo z° = y(mod N).

JlokazkeM, 9TO TaKyIO CXeMy IOJIIUCH TPYIHO IMOJJIEIATh, B IPEIIIOJIO-
»keHuu, 9o RSA TpyaHO B3/0MaTh. A MIMEHHO, JOKAXKeM CJIEJIyIoInee yTBep-
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2KJICHHUE:

VYrBepxxkaeaue 5.2. I[lycmo, Prgy — seposmmuocms 63aomamsv RSA ¢ na-
pamempom nadesxtchocmu k, a Ppgs, — 8epoammuocms 83aomams cxemy PSSO
¢ napamempamu nadescrocmu k, s. Tozoda

(Qhash - 1)Qsign

PPSSD S PRSA + 23 )

20€ Qhasn, — KOAUMECMB0 00pawLeHUtl, Komopoe desaem CONePHUK K TIU-PYHKUUL,
@ Gsign — KOAUMECTNBO 3ANPOCOS, KOMOPOE CONEPHUK NOCHLAGEM HAM 3G NO0-
nUCHI.

Aoxasamesvemeo. Iyt A — Hekoropsiit nporuBauK. [locTpoum ajsropurm
B, B3nambiBatonuit RSA ¢ momombio A. Ham moHao0uTes 9eThipe BCIIOMO-

raTeJbHBIX MACCUBA, KAXK/IBI TJIHHOMN Qhasp U JBe ponienypsl HASH (M or)
u SIGN(M).

o V[j] — j-biit 3ampoc k xsm-dyuknun: (M;,r;).
e R[j] — crpouka r;.

e Y[j] u X[j] — maccuBbl, HA3HAYAHUE KOTOPBIX OYIET BUIHO U3 HPUBE-
JIEHHBIX HUXKe IIPOLELyD.

Omunmewm npouenypy HASH(M o r). Cuayana oHa COXpaHsieT 3a1poc u
CTPOYKY B MaCCHBBI:

Vijl:=Mor,
R[j] :=.

Jlasnee npoberaer 1o V' u npoBepsieT, ObLI JIU y2Ke Takoi 3ampoc. Eciin Takoro
3a1poca He ObLJIO, TO MOJIaraeM

X[j] := 0,
rie ro — CJydaiiHo BeiOupaercs u3 D.
Y[j] = y(X[j])® (mod N)

B nporuBHOM ciaydae, ecam Takoil 3ampoc ObLT (MyCTh €ro HOMED jg), TpH-
CBaHBaeM
X[j] :== X[30],

Yj] := Yjo)-
B urore dbyukuus HASH (M o r) Bo3spamaer Y[j].
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Omnumem nponeaypy SIGN (M). Cradana BeibepeM CIy9aiiHO CTPOKY T €
{0,1}°. ITpoGexxkum mo R m mocMOTpHM OBLITO T y2Ke BBIOpaHo Takoe r. Ecau
TaKoe 7 yKe ObLJI0 BRIOPAHO, BBIXOJAUM U3 TPOIEAYyPHl — HaM He ToBe3j0. B
IPOTHBHOM CJIy4ae [PUCBAUBAEM

Vijl =Mor,
R[j] =,
X[]] = Zo,

re Ty — caydaitHo BeiOMpaeTca u3 D.
Y[j] == (X[j])* mod N.

Boszspamaem X [j].

Tenpeb omuiem cobcTBeHHO caM ajaroput™m B. Ero 3amada — Ha BXoJe
(y,e, N) Bepuytsh y? mod N. Banycrum anropurm A Ha Bxoze (N, e). Aaro-
putM BepHer coobinenne M u ero nogmuck (7, z). Ilpu s1om, ecam on Gymer
CIPAIMBATH MOJANKMCH KAKOTO-JIN00 COOOIEHNST NJIM 3HAYEHUE XIM-(DYHKIUH,
TO OyZeM BO3BpaIIaTh eMy COOTBETCTBEHHO pe3yiabrarhl mpoueayp SIGN n
HASH. Tlonoxum

y:=H(Mor)

[TpoGexxkum no V' u Haiigem HOoMmep jo Takoit, uro V[jo] = (M,r). Bepuem
zX[jo]™" (mod N).

[Tocunrcaem BeposiTHOCTH ycmexa ajropurma B. OueHuM BepOSITHOCTH
TOr0, YTO HAM He 1MoBe3Ji0 B nporeaype SIGN. Ham He moBe30 — 310 3Ha-
YUT, 9TO MBI BBHIOpaJiM HA J-OM IMare B Ka4ecTBE OYEPEJHOr0 7 TaKoe Ty,
aro Jjo € {1,...5}: R[jo] = ro. Tak kak mommuocts {1,...;j} He mpeBOCXO-
JIAT Ghash — 1, TO BEPOSITHOCTD HEYJIA4M OLEHUBAETCS KaK ‘””“;72_1. [Iponeaypa
SIGN norepuut Heyjady He OoJee ¢y, PA3, 3HAUUT UTOTOBAA BEPOSTHOCTD

(Qhash _1)qsign

5 . Uraxk,

HEeyda9Uu aJITOPpUTMa B PpaBHa

— 1.
Prgsg < Pysa + (qhaSh 9s )QSzgn’

YTO U TPeOOBAJIOCE.
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