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Jlekma 11

BBeaenue B kpunrorpaduio ¢
OTKPBITBIM KJIIOUOM

11.1 IlocTranoBKa 3ama4n

B kpunrorpadun cymecTByer MHOXKECTBO 33Ja9, KOTODPbIE HMEIOT IMHPOKYI0 00/1aCTh
OPUMEHEHUsI. JTO U 3aKPHITAs MePeIada, JaHHBIX M0 OTKPHITHIM KAHAJIAM, U aJTOPUTMBI
9JEKTPOHHOM TOJIMKMCH, ¥ MHTEPAKTHBHBIE JTOKA3aTEIbCTBA C HYJIEBBIM Pa3IryIallleHueM,
MHOTHE JpyrHe. UToObl cOCTABUTH MOHATHE 00 3TOH TeMaTHKe, B 9TOH JIEKIIMH MBI IIO-
rOBOPUM O TaK HA3bIBAEMbBIX «IIPOTOKO/IAX MIMMPOBAHUS C OTKPBITHIM KJIIOYOMY. 3a/1a9a
cocrout B caeaytomem. meerca aurtarens A u nucarens B (Takux mucarteseii Mozer
6eITh MHOTO). [Ipobiiema 3aka09aeTcst B TOM, 9TOOBI NepeIaTh jgaHHbe oT B K A B 3a-
g pOBAHHOM BHIE, YTOOBI HIKTO M3 TeX, KTO IePeXBATHUT JaHHbIE HA IyTH 13 B K A, He
cMor pacimudpoBarh ux. B Hadasge padorsl mporokoaa y A u B Her Hukakoit obieit KoH-
dunennuanpuoit nadopmanun. Kanar mexxay A u B Bce BpeMst OTKPBIT, TO €CTh YATATH
U3 HEro MOTYT BCE ZKeJIAIoIue.

11.2 KpunrocucreMa ¢ OTKPBITHIM KJIIOYOM '

Hedopmabho, niesd cucrteMbl, KoTopas Obl MO3BOJIK/IA HAM PEIIHTb IOCTABICHHYIO 3a-
Jady, COCTOUT B caenyoomeM. IlepBonadanbrao untaTens A cozmaer mapy Kiaodeil. Oaun
K04 (pub) mybsukyercs. OH 0OIIEOCTYIIEH W HA3BIBAETCS OTKPHITHIM (I1yOJNIHBIM)
KJII0U90M. BTOpoil K04 (pri) umraresb ocraBiger y cebs W XPaHHT B CeKpere. DTOT
KJIFOY HA3BIBAETCS 3aKPBITBIM (JTHYHBIM, CEKPETHBIM, MIPUBATHBIM ). AJTOPUTM KOJHPOBa-
HUsl YCTPOEH TaK, 4TO JII00OH MOXKEeT 3aKOIUPOBATH COOOINEHUE, 3HAA OTKPBITHIH KJIIOY.
Bajada pacKoJIUPOBAHUSA COODIIEHHS JIETKO PEIIAeTCsl, eCJIM U3BECTEH 3aKPBITHIH K04
(pri). Eciiu npoTHBHEK He 3HAET TOTO KJI0Ya, TO PACKOAMPOBATH TAKOE COODIIEHHE eMy
OyjeT KpaiiHe TPyIHO; TeM Tpy/iHee, YeM JJIMHHee ObLIN BbIOpPaHbl KJIIOYW pri u pub.

Onpenenenne 11.1. C dhopmanbHOl TOUKH 3peHHsT, KPUITOCHCTEMA, s MTH(PPOBAHMSA
C OTKPBITBIM KJIOYOM COCTOUT W3 TpeX aJIOPUTMOB, KaXKJbIII WX KOTODPBIX MOKET HC-
M0JI30BaTh CJIyYaifHble YWCIa W 3aKaHIMBAET CBOIO PADOTY 3a BpeMsl, MaTeMaTHIeCKOe

'Public Key Encryption Scheme
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OZKHUJIAHHE KOTOPOTO IIOJHHOMHAJIBLHO OT JUIMHBL BXoja. (Beposirnocrs 6epercst 110 uenosrb-
3yEeMBIM AJTOPUTMOM CJIy9ailHbIM OGUTaM, HO HE 110 BXOJAM aJrOpUTMA. )

I'emeparop ka04Yeit —
G : 1¥ — (pub,pri)

PEHEPUPYET KJIOUN «CJIOXKHOCTHY K (7151 TPOCTOTHI MOYKHO IPEJICTABIATE Ce0e, 4TO
k — «nauHa» KiIoda).

HTudpoBanabiiuk —

E : (pub,m) — code.

HemundpoBimuk —

D : (pri,code) — m.

Ot mmdpoBanbinuka 1 AenudpoBIUKa, Mbl, €CTECTBEHHO, MOJZKHbI JTOTOTHHTEIHHO
noTpedoBaTh, YTOOBI COODIIEHUS KOPPEKTHO PacHiudPOBBIBAJIUCH, TO €CTh JJIs JI000-
ro coobuieHust m BeposaTHOCTH cobbiTust D(FE(m,pub),pri) # m He npeBocxogut 1/2
(ecTecTBEHHO, MBI MOYKEM YMEHbIIHTh BEPOSTHOCTD OIMHOKH MO MPUEMJIEMON BETHYHHBI,
IIOBTOPUB 1EPECHLIKY MHOIOKPATHO). 3/eCh BEPOSITHOCTH BHOBb GEPeTCs 1O CJIyYailHbIM
GuraMm, ucnoab3yeMbiM anropurMamvu D, E u G (3ameTuM, 910 pub U pri npecTaBisgioT
coboOil cirydaiiHble TTepeMeHHble, TOPOXKaeHHbe (G), HO He MO BXOJAM 3THX aJrOPUTMOB
(T.e. HE IO M © He 10 k).

Bameuanue 11.1. 3amerum, 9TO0 MBI HUYETO HE CKA3AIU O HGOEHCHOCMU KPUIITOCHCTE-
Mbl. DopMasibHOE OllpejiesieHre NOHATUS HAJIeKHOCTH CJIUIIKOM I'DOMO3/IKO M MBI OTJIO-
JKAM €ro JI0 COOTBETCTBYIONIMX cIell. KypcoB. HedopmaabHO Ke MOXKHO CKa3aTh, UTO
HUKAKOU TOJUHOMUAJBHBIN MO BPEMEHH aJITOPUTM He JTOJIKEH YMeTh CO CKOJBKO-HUOY/Ib
CYIIIECTBEHHON BEPOSATHOCTBIO yclieXa paciindpoBbIBATH COOOIIEHU, UM B PACIOpsizKe-
HUU JIMIIHL pub u code; 3/1eCh BEPOSITHOCTD yKe Oepercs He TOJBKO O UCIOJIb30BAHHBIM
CJAyYaiiHbIM OUTaM, HO M 1O 3aMTU(GPOBAHHBIM COOOIIEHUSIM M.

11.3 IIpumep: RSA

B kadecTBe npuMepa Mbl OIHUIIEM CaMblil IIPOCTON U HMOMYIAPHBINA aJrOPUTM UM POBAHUS
C OTKPBITBIM KJIIOYOM, KOTOPBI# HazbiBaeTcss RSA (o nepsbim GykBam (aMuiuii ero aB-
Topos: Rivest, Shamir, Adleman). 9ra (Haubosiee npocTas) Bepcust aITOPUTMA, KOHETHO,
HE SIBJISIETCSI HAJIEXKHOM, HO OHA CJIyKHUT 6a30il /11 €r0 MHOTOYHMCJIEHHBIX MOAuMUKAIN,
KOTOpPBIE Ha CaMOM JeJe IPUMEHSII0TCS Ha TPAKTUKE.

11.3.1 CoBcem mpocTasi Bepcus

Urak BbIGEpeM JBa OUeHb OOJIBITHX (HAIIPEMED, COCTOANX U3 He bosee, yeM k/2 6uTos,
rie 1% — Bxos remeparopa () pazAMaHBIX NPOCTHIX YHCAA P, ¢. BBIMHCANM WX TTPOU3Be/Ie-
Hue n = pq. Boibepem uncio e tak, arobel HO/ (e, ¢(n)) = 1 (BcomuuM, 9to byHKITHSI
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Ditsepa ¢p(n) = (p — 1)(¢ — 1) MoxKer OBITH JIETKO BBIYUCICHA MeM, KMO 3HAEM P U q).
Hanee, naxoqum d € [1.n — 1], Takoe, aro de = 1 (mod ¢(n)). Ono, oueBuIHO, CyTIIe-
CTBYeT W efuHCTBeHHO B cuity Toro, aro HO/I(e, ¢(n)) = 1, n Moxker ObITH Hali€HO TIPH
oMoy ajaropurMa EBkianga.

Samaua 11.1. A noaxojgiiee e Kak HaiTu?

Nrak, mbr onmcasm reHeparop Kitodei (G, KOTOPBIiT BeIIAeT IyOTMIHBI K109 pub =
(e,n) w npuBaTHbI K09 pri = (d,n). Paszobrem coobrenne Ha dncia, He MPEeBOCXOIs-
e n; JTOCTATOYHO ompeenuTh F m D Ha TakuxX «KOPOTKUX» coobmeHnsax. OyHKIus
KOJIUPOBAHUSL

E((n,e),m) = m° mod n.

J1st TeKOJIMpOBAHKs MBI TIPOCTO BO3BOJIUM KOJI B CTEIEHb d:
D((n,d),c) = ¢ mod n.
[Tpu sToM 110 Teopeme Depma-Ditiepa’
D((n,d), E((n,e),z)) = z¢ = ¥ ™+ = 2 (mod n).
Mbl BUIUM, 9TO 3Has d, Mbl MOYKEM 3allPOCTO PACKOJAUDPOBATH COOOIICHUE 32 MOJHHOMHE-

aJIbHOE BPEMS; OJTHAKO, €CJIM d HEU3BECTHO, HETIOHATHO, KAK 3TO MOYKHO OBIJIO OBI CIeIaTh.

11.3.2 YyTsh Gojiee Haj/Ie>KHAsT BEpCUs

Cpa3sy BHIHO HECKOJIBKO IIPOPEX B MPHBEIEHHON BBIIIE «IpoCTOity Bepcuu RSA.

1. Ilnmoxo Takoit Bepcueii mmdposars 6uThl: tpu m = 0 u m = 1 pacmudpoBaTh
HOJIyYeHHBIH KOJI BCerja TPUBUAJIBHO (OH paBeH m).

2. IloBTrOpsieMoCTh: OJIMHAKOBBIE COODIIEHISI HMEIOT OJMHAKOBbBIE KOJIbI, YTOOBI COIEp-
HHUK 3THM He BOCIIOJIb30BAJICS, IPUJIETCI KazxKIbli pa3 BeIOUpPATh HOBBIH KJIIOY.

3. MyabpTunImkKaTuBHOCTh: TPOU3BEJIeHNE KOJOB eCTh KOJ TTpou3BeaeHus. KEcam mbl
CJyYaiiHO 3HAeM JIBa 3aKOJMPOBAHHBIX COODIIEHUA, CMOXKEM paciiudpoBaTh U HUX
npousBejierue (ubO ¥Ke HATO KAXKIBIH pa3 BHIOMPATH HOBBIH KJTHOY).

Yyre Gosee HajiexKHas BePCUs BBHIIVISIUT TaK: pa300beM cOOOINeHWe Ha OUTHI, U JIId
mudpoBaHus oaHOro 6uTa b

e BoibepeM ciydaiinoe qucao r ot 1 1o n/2 — 1;

’Ha mexmuym MeHS «IIOHMaln» Ha OpuIMeHeHHH Teopembl Pepma-Ditnepa B GOPMyTHPOBKe
Teopema. FEcau padaooicenue n Ha BPOCMbLE MHONCUMEAU He codepaicum K6adpamos, mo
Va Vk 2% ?MF = 2 (mod n).

(Bamerum, 9TO 3/€CH HET YCJIOBUS HA B3aMMHYIO NMPOCTOTY * W n.) 9 He OOHApYXKWJ ee B KHUTE
U.M.BunorpanoBa; BepoOsSTHO, He MOABIIIACHG OHA W B KypCe TEOpHWH Ynces. TeMm He MeHee, OHA BepHA.
Ee j0kazaresnbcTBO sABJSETC ylPAaXKHEHUEM 110 Teopuu 4uces (oHa cieiyer u3 masoil reopembl Pepma
LISl IPOCTBIX ).
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e sammcppyem 2r + b.
Nuave rosop4,

E((n,e),b) = E((n,e),2r +b),
D((n,d),c) = D((n,d),c) mod 2.

Tenepb mIaHCHl TOJYYUTH IIPOCTONY» KOJ MAJIO 3aBUCAT OT CAMOIO COODIIEHUS — OHH
3aBUCAT JIUIIL OT MOTABIIUXCI HAM CJIydaiiHbIX OUTOB.

11.4 OpgaocTOopoHHME (DYHKIINN

YBBI, IOCTATOYHBIE YCJIOBUST CYIIECTBOBAHHUS KPUTITOCKCTEM C OTKPHITHIM KJTHOYOM (MMeH-
HO, CYIIECTBOBAHUE TAK HA3BIBAEMBIX (DYHKIHU «C CEKPETOM») CJIHIIKOM TPOMO3JKH U
He YMeCTWIHCh B 3ToM Kypce. (Bosiee Toro, sru obuiue yciaoBusi He BIEKYT HAJEKHO-
CTH KOHKPETHBIX KpuirocucreM: Haupumep, RSA.) Oauako Mbl MozkeM ¢HOpMyInpoBaTh
HECKOJIbKO HEOOXOIUMBIX YCJIOBHIA.

Onpenenenune 11.2. Odnocmoponnetds ynkyued Ha3bBaeTCss DYHKIINASA
f:X—=Y,

Bbl1UCJ/IMMad 3a ITOJIMHOMUAJIbHOE BpEM, 06paTHa5{ K KOTOpOfI He MOKeT OBbITHb BBIYUCJIE-

na® 3a nosunomuanbHoe Bpems. (OGparnast — jobas QyHKIUSA

g:Y — X,

takas, uto Vo € X f(g(f(z))) = f(z).)

Bameuanne 11.2. Moxuo cuurars, uro X, Y = {0, 1}*, xorst 6bIBAIOT U OJIHOCTOPOHHUE
byHKIIME, onpeseIeHHbIe He HA BCEX CTPOKAX.

Bropas kommoHeHTa (pub) reHepaTopa K/o4eil, 09eBUIHO, JOIKHA OBITH OTHOCTOPOH-
Hell (byHKIHel 0T HCIIO/Ib3yeMbIX TeHepaTopOM CaydaiiHbix 6uToB® (B IPOTUBHOM CJlydae
MOKHO OBLIO OBl BBIYHCJIUTH TI0 pub cJydaifHbie GUTHI, a 10 HUM — pri). DTO He eJInH-
CTBEHHAs OJIHOCTOPOHHsIST (DYHKITUS, KOTOPYIO MOZKHO U3BJI€Yb U3 KPUITOCHCTEMBI.

Ynpaxxkueaue 11.1. A kakue emge?

Omnpeaenenne 11.3. Pazamaaior 00HoCOportue 6 HAUTYOUIEM CAYNGE T CUADHO 00-
nocmoponnue® pynKImm.

J1711 OTHOCTOPOHHIX B HAMXY/IIIEM CIydae <He MOYKET ObITh BLIYHC/ICHA 32 TOTHHOMH-
aJbHOE BPeMs» O3HAYAeT <He CYIIeCTBYeT IOJHHOMUAIBHOTO 110 BpeMEeHH aJTropHTMA, (He

3Boiiee GpopMasIbHbIE BAPUAHTBI STOIO OLPEIEJICHUSA CM. YyTh HUXKE.

4B ipu 0gHOM 1 TOM ke k TeHepaTop BPeMsl OT BPEMEHH MCIIOJIb3yeT PA3HOE KOJIMUECTBO CIIydaii-
HBIX OUTOB, CTPOUYKY CAYUANHBIX OUTOB MOXKHO IOTMOJHUTH «(DUKTUBHBIMUS OUTAMM TAK, 9TOOBI JJIMHA
9TO¥ CTPOKM OblIa JIKIIh [MOHOTOHHO CTPOrO Bo3pactaoieii] dbyHkuneit or k; nauHy Kioda k MOXKHO
BBIUMCJIATD 110 KOJUYECTBY ITUX OUTOB.

Sworst-case one-way

bstrongly one-way
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MCIOJIB3YOINEro Cydaiiibple 9nucsia), KOTopbiil no f(x) Beraucisier HeKOTOpyIo 00paTHYIO
dbyuxmuo g(f(z)) nasa kascdozo x».

JIIst cuJTbHO OTHOCTOPOHHUX «HE MOYKET» O3HAYAET <«JJIS JIFOOOTO MOJTHHOMUAIBHOTO
110 BpeMeHu aaroputma A (HCHOIB3YIONEro caydaiiHble ducia), s Jrboro moJuHOMA
¢, ISl JOCTATOYHO OOJBIINX Kk

1
P{z | f(A(f(2))) = f(2)} < ——=
q(|z])’
[Jie BEPOSTHOCTH OeperTcs KakK MO CJIydaifiHbiM OWTaM, MCIOIH30BAHHBIM aaropurmMoMm A,
TakK U M0 CAy9aiHbiM © € X mauHb k.»

Sameuanme 11.3. Hecsioxxuo noxasarb, uro P # NP rmorga u To/ibko TOTIa, KOTIA
CYIIECTBYIOT (DYHKIIMH, OJJTHOCTOPOHHNE B HAUXYIIIEM CJIyIae.

Nmerores cieytomiue caeacTBus (MepBoe U3 HUX MBI TaKzKe He OyJIeM JOKa3bIBATH,
TaK KakK He JaBaJi HeOOXOJUMBIX OIpe/IeJIeHHil):

3 majexuoe mudpPoBaHIe ¢ OTKPBITHIM KJIIOYOM =
3 cubHO ofHOCTOpOHHNE (DYHKITUUT =
3 omHOCTOPOHHUE B HAUXY/IIEM ciaydae (pyHKIUU <

P - NP.

UmeroTcd 4 B IIEPBbIX JABYX CJIy4dadX O6paTHbIe CJIeJCTBUA, HEU3BECTHO.



